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Significant information security weaknesses in COVID-19 contact tracing system 
raise privacy concerns  

The Auditor General today tabled in Parliament the COVID-19 Contact Tracing System – 
Application Audit report. 

WA Health’s Public Health COVID-19 Unified System (PHOCUS) collates highly sensitive 
personal and medical information of COVID-19 positive individuals and their close and casual 
contacts, from multiple sources for contact tracing purposes.  

Auditor General Ms Caroline Spencer said this system contains some of the most sensitive and 
consequential data in the State over the last 2 years. 

‘I expected to find robust access controls for such sensitive medical and personal information 
however we found a number of significant weaknesses.  

‘WA Health has provided an external vendor with unnecessary system access and it did not 
adequately log and monitor who had accessed information to detect inappropriate changes or 
snooping.  

‘In the absence of comprehensive privacy legislation in Western Australia, WA Health must 
ensure their privacy practices protect the confidentiality of information stored in PHOCUS and 
are consistent with the Commonwealth Privacy Act 1988. Similar concerns were raised in my 
2021 SafeWA – Application Audit report. 

‘Also concerning is that WA Health has told the community little about the types of personal 
information PHOCUS collects to support contact tracing, and that this information is stored 
indefinitely. This lack of transparency can lead to unintended consequences, including erosion 
of trust in government institutions,’ Ms Spencer said.   

The recommendations in the report will help to protect not only information in PHOCUS but 
future information if the system is used for other diseases. In any emerging crisis, government 
responses should consider impacts on trust and confidence in government and the importance 
of upholding the universal human right to information privacy. 

WA Health has prioritised and addressed many of the audit’s findings during the audit, and has 
agreed to all of the audit’s recommendations.  

Report resources  

• PDF version  

• summary video  
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