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The report summarises the results of the 2016 annual cycle of audits, plus application reviews 
completed by our Information Systems audit group since last year’s report.  

In the first part of the report, we identified some good practice and improvements across 5 key 
business applications. In the second part of the report, we found 3 agencies that have 
consistently demonstrated good management controls. 

Application Controls Audits 
Each year we review a selection of important applications that agencies rely on to deliver 
services. We focus on the key controls that ensure data is completely and accurately captured, 
processed and maintained. Failings or weaknesses in these controls have the potential to 
affect other organisations and the public. Impacts range from delays in service and loss of 
information to possible fraudulent activity and financial loss. 

The 5 agency applications we reviewed were: 

1.  Image and Infringement Processing System (IIPS) – Western Australian Police 

2.  Navigate – Department of Racing, Gaming and Liquor 

3.  Laboratory Information Management Systems (LIS) – Chemistry Centre 

4.  Case Management and Intelligence System (CMIS) – Corruption and Crime 
Commission 

5.  Project and Contract Management (PACMAN) – Department of Finance 

All 5 applications had control weaknesses with most related to poor information security, policies 
and procedures. We also found issues with controls that aim to ensure the applications function 
efficiently, effectively and remain available. We reported 65 findings across the 5 applications 
with 4 of these rated as significant, 53 moderate and 8 being minor. Correcting most of the issues 
we raised is relatively simple and inexpensive. 

General computer controls and capability assessments 
The objective of our general computer controls (GCC) audits is to determine whether computer 
controls effectively support the confidentiality, integrity, and availability of information systems.  

We reported 441 general computer controls (GCC) issues to the 46 agencies audited in 2016 
compared with 454 issues at 45 agencies in 2015. Only 7 agencies met our expectations for 
managing their computer environments effectively, compared with 10 in 2015.   

There was also a slight decrease in the number of agencies assessed as having mature 
general computer control environments across all 6 categories of our assessment.  

While system change controls and physical security are managed effectively by most agencies, 
2 of the categories, information security and business continuity, have shown no improvement 
in the last 9 years. The majority of issues we have identified can be easily addressed with 
better password management and ensuring processes to recover data and operations in the 
event of an incident are kept updated. 

By not prioritising the security and continuity of its information systems, agencies risk disruption 
to the delivery of vital services to the community and compromise the confidentiality and 
integrity of the information they hold.  
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