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Introduction 
Malware, short for malicious software, is a more visible part of a growing cyberthreat. Industry 
experts agree it is a case of not if, but when, an entity will be breached. Government agencies 
that store significant amounts of confidential and highly desirable personal information are 
prime targets for infiltration and attacks. The cost to the Australian economy of responding to 
cybercrime, including malware, is estimated to be as high as $1 billion per year. 

The objective of this audit was to determine whether selected government agencies have 
effective controls to prevent, detect and respond to malware threats and malicious software 
infecting their computer systems.  

Overview 
Malware is a term used to describe all kinds of harmful or undesirable computer programs. 
Computer viruses, worms, and Trojans are all types of malware. 

Malware can be designed to steal information from a user, such as usernames and passwords 
for online accounts, credit card numbers, and files or documents. It can also enable an attacker 
to have remote control of a computer and access to any connected networks. 

In recent years, a popular malware variety known as ‘ransomware’ has emerged. This encrypts 
a user’s files and demands a ransom payment to unlock them. Some malware will also delete 
or corrupt files to disrupt a user. Ransomware attacks, when they succeed, are obvious to the 
user. Other types of malware will try to hide, operating without the user knowing for as long as 
possible. 

There are 3 main ways that malware can infect a computer: downloading a malicious file, 
opening attachments to spam email, or using an infected USB stick or device. Malware 
creators will either trick a user into running their malware, or, exploit vulnerabilities in software 
to force the installation. Often, the user will be unaware that malware has installed itself. 

 

Figure 1: Simple overview of the malware infection process 

There are many parties involved in the protection and security of Australian government 
networks. Federally, the Australian Cyber Security Centre (ACSC) and the Australian Signals 
Directorate (ASD) mandate security requirements. Federal agencies are also required to report 
all security incidents to the ACSC.  
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Historically, the WA government has only had high-level cybersecurity requirements. A Public 
Sector Commissioner’s Circular1 requires agencies to address cybersecurity risks. The Office 
of the Government Chief Information Officer (GCIO), which was established in July 2015, 
recently published the WA Digital Security Policy. However, the all-important security 
standards that will support the policy are still in development.  

We performed 2 types of tests to assess if IT security at 6 agencies was effective at countering 
malware threats: 

 Compared agencies’ security processes and tools against recommended good practice. 
The traditional defence for malware has been anti-virus software. However, attacks have 
evolved to require more layers of security controls. 

 Analysed agency network traffic for any evidence of active malware infections and 
attempted malware attacks. At the first agency we captured traffic from outside its 
network, but this did not allow us to fully analyse the results. At the remaining 5 agencies 
we captured traffic from inside their networks. 

Our assessment of network traffic had limitations. We could only capture data for short periods, 
10 to 12 days including weekends, per agency due to the enormous volume of data. We were 
also unable to analyse encrypted network traffic, and our automated analysis tool could only 
check for known malware. It is therefore possible that there were more infections than we 
found in this audit. Further details of how we conducted this audit are included in Appendix 1. 

Audit conclusion 
Malware is a constant threat for agencies. All 6 agency networks experienced numerous 
attempted attacks and malware downloads.  

We did not observe a substantial number of ongoing malware infections, which indicated that 
the 6 agencies generally deal with malware they or their systems identify. However, the 
infections that were active constituted a serious threat to the agency networks. 

All agencies experienced attacks that were able to defeat at least 1 security control or 
technology. This highlights the need for agencies to employ layered controls with constant 
monitoring and improvement. The layering of controls is a ‘defence in depth’ approach to 
cybersecurity. 

The control failures we identified were consistent with the findings in our annual Information 
Systems Audit Reports. The findings illustrated yet again the importance agencies should 
place on ensuring that often basic, easy to implement controls are in place and operating 
effectively. But, the evolving malware threat also requires agencies to be constantly improving 
their security processes, and upgrading to more advanced security tools to further strengthen 
their networks. 

The audit highlighted a need for the WA public sector to have a coordinated approach to the 
management of cyberthreats. At the time of our audit, there were no statewide requirements for 
cybersecurity and anti-malware controls. Each agency has to carry the full cost of planning for 
and guarding against malware threats as there are no official forums for collaboration, sharing 
of advice, resources and experiences.   

  

                                                
1 Public Sector Commissioner’s Circular 2010-05: Computer Information and Internet Security. 
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Key findings 
 We observed malware related communication on all networks we tested. This included 

attempted attacks by malicious web pages, downloads of malware files and active 
malware communicating out to the internet. These attacks appeared to originate from 18 
different countries, including Australia, though we do not know where the attackers 
themselves were based. The high volume of attacks shows a committed threat that is 
working to defeat security controls and a need for agencies to understand the threats and 
fix any gaps in their security controls.   

 Two agencies had signs of persistent malware infections that had bypassed their security 
controls. One agency had a single infection that was active for most of the 12 day sample 
period. Another agency had in excess of 5 infections active for approximately 2 days, with 
at least 1 computer reinfected during the assessment period. These active infections 
placed the agency networks, systems and data at risk. 

 IT control failures are still common. Our testing revealed all agencies had some control 
failures, or missing controls. Common issues were around missing security patches and 
outdated operating systems. We also noted problems with management of anti-virus 
software, assignment of access rights, and network design. These ineffective or missing 
controls place agencies at risk of malware infections and breaches. While some 
performed well, there is still a need for ongoing assessment of risks and improvement of 
controls. 

 People are essential for strong defence. Agencies cannot rely solely on automated tools, 
as these tools can only deal with known threats. Skilled professionals are required to 
monitor the IT environment and identify issues proactively. All of the agencies we visited 
had IT staff working in information security roles. Some were fortunate to have more than 
1, however most represent a single point of reliance, and failure. Agencies must assess 
their security skills requirements, ensuring their IT teams have the resources needed to 
secure the network. 

 Most agencies did not provide adequate awareness training for their staff. Many of the 
malware attacks that we observed required some level of interaction from a staff member 
(user). Attackers will try to trick an innocent user into clicking links, downloading files or 
entering their login details. Diligent and security conscious staff are key to preventing and 
detecting these malware threats.  

 The WA Government lacks a coordinated approach to cyberthreats, including malware. 
At the time of our audit, there was no whole-of-government security policy or framework 
providing guidance to agencies on how to implement a successful security program. 
Agencies are also not required to report malware incidents to a central agency. As a 
result, no single body was able to provide us with an overview of the size or nature of the 
malware threat faced by agencies.  

o Without central guidance and support, agencies work in isolation. There are few 
formal avenues for collaboration, support, and resource sharing. Increased 
cooperation and sharing can reduce costs to agencies through economies of scale.  

o A whole-of-government view of cyberthreats allows for properly informed and more 
efficient security programs. Other jurisdictions with better central coordination have 
a more mature approach to security. Infections and breaches are found and 
remediated more quickly2.  

                                                
2 https://www2.fireeye.com/m-trends-2016-asia-pacific.html 

https://www2.fireeye.com/m-trends-2016-asia-pacific.html
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Recommendations 

1.  We have provided detailed recommendations to each agency in the audit. At a high level, 
we have recommended that they: 

a.  assess the risk posed by the malware threats we observed 

b.  improve any controls that we identified as ineffective 

c.  consider additional controls to better secure their networks, systems and data against 
malware. 

2.  We recommend that the WA public sector, by way of the Office of the Government Chief 
Information Officer: 

a.  continue the rollout and implementation of the Digital Security Policy, including its 
supporting guidelines and controls 

b.  consider methods to foster collaboration, information and resource sharing between 
agencies 

c.  gather information to properly understand the threat posed by malware and other 
cyberthreats to the WA public sector.  

Agency responses 

Department of the Attorney General 

The Department of the Attorney General values the opportunity to work with the OAG in 
assessing its current risks and protections. The Department found the report and 
recommendations in the “Malware in the WA State Government” very useful and having regard 
to this Report will undertake a review of its current ICT security architecture and Security 
Management practices. 

The Department welcomes the recommendations of the audit and is working to address 
comments directed specifically to the agency. The Department is optimising the use of its 
existing ICT budget to carry out changes to systems and controls on the basis of risk. Given 
these constraints some risks identified in this report may not be fully addressed. 

We support the recommendations of assistance from the Office of the Government Chief 
Information Officer in the rollout of information security capability within the public sector. 

Department of Mines and Petroleum 

The Department of Mines and Petroleum has valued the opportunity for an independent 
external review of its malware protection performance by the Office of the Auditor General. The 
favourable findings from the review validate the ongoing commitment of the Department 
towards effective and strong information security practices. 

Department of Transport 

The Department of Transport (DoT) accepts the findings with the report providing insight into 
current vulnerabilities. Although the data capture was limited to only two-thirds of traffic, the 
department takes comfort that our perimeter defences prevented any significant findings or 
significant breach of security. DoT has already started to address all recommendations. The 
recommendations provide further support to ensure DoT’s ICT Governance and Security 
frameworks are fully implemented and adhered to. 

Main Roads Western Australia 

Main Roads will undertake a risk assessment of malware threats and make appropriate 
improvements to controls as required. Additionally, Main Roads look forward to working 
collaboratively with the Office of the Government Chief Information Officer and other agencies 
to improve overall information security for WA Government 
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Office of the Government Chief Information Officer 

The recommendations are supported. 

Cyber Security will continue to be a growing issue as these types of security threats are 
continuously evolving, sometimes on a daily basis. Some countries have dedicated teams 
breaking through virtual security barriers in order to gain commercial advantage or simply 
cause anarchy. As the WA Government, not unlike other governments around the world, 
moves into more on line access for its staff and the community, the threat of loss of data or 
viruses remains a high risk, high impact consideration for government. 

It should be noted that, publishing a security policy only sets a standard. There must be 
ongoing audits to measure compliance. That cannot be undertaken by the Office of the 
Government Chief Information Officer as we do not have the resources.  

There also is a significant skills gap in the public sector to ensure that appropriate security 
measures are in place, that CEO’s and CIO’s instil the right disciplines and ensure that their 
government agency proactively mitigates its security risk from outside threats. It is imperative 
that government works in a collaborative manner to achieve this outcome, the OGCIO is 
attempting to lead this outcome. It is suggested that Government CEO’s must have cyber 
security as a standing agenda item on their corporate executive Risk Register and reviewed 
frequently throughout the year. 


