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Application controls audits 

Introduction 
Applications are software programs that facilitate an organisation’s key business processes. 
Typical administrative processes dependent on software applications include finance, human 
resources, licensing and billing. Applications also facilitate specialist functions that are 
peculiar and essential to individual entities. 

Each year we review a selection of key applications that agencies rely on to deliver services. 
Our focus is the application controls designed to ensure the complete and accurate 
processing of data from input to output. Failings or weaknesses in these controls have the 
potential to directly impact other organisations and the public. Impacts range from delays in 
service to possible fraudulent activity and financial loss. 

What did we do? 
We reviewed key business applications at 5 agencies. Each application is important to the 
operations of the agency and may affect stakeholders including the public if the application is 
not managed appropriately.  

Overall assessment 
All 5 applications had some control weaknesses with most related to poor policies, 
procedures and the security of sensitive information. We also found issues with operational, 
procedural and process controls that aim to ensure the applications function efficiently, 
effectively and remain available. We found 56 findings across the 5 applications with 6 rated 
as significant, 39 moderate and 11 being minor. Correcting most of the issues we raised is 
relatively simple and inexpensive.  

General computer controls and capability 
assessments 

Conclusion 
We reported 454 general computer controls (GCC) issues to the 45 agencies audited in 
2015 compared with 398 issues at 42 agencies in 2014.  

Only 10 agencies met our expectations for managing their environments effectively, 
compared with 11 in 2014. More than half of the agencies are not meeting our 
benchmark expectations in 3 or more categories and the overall result showed a 3% 
decline on the prior year. 

Change controls and physical security are managed effectively by most agencies, but the 
management of IT risks, information security, business continuity and IT operations need 
a much greater focus. 
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Background 
The objective of our GCC audits is to determine whether the computer controls effectively 
support the confidentiality, integrity, and availability of information systems. General 
computer controls include controls over the information technology (IT) environment, 
computer operations, access to programs and data, program development and program 
changes. In 2015 we focused on the following control categories:  

 management of IT risks 

 information security 

 business continuity 

 change control 

 physical security 

 IT operations. 

We use the results of our GCC work to inform our capability assessments of agencies. 
Capability maturity models are a way of assessing how well developed and capable the 
established IT controls are and how well developed or capable they should be. The models 
provide a benchmark for agency performance and a means for comparing results from year 
to year. 

The models we developed use accepted industry good practice as the basis for assessment. 
Our assessment of the appropriate maturity level for an agency’s general computer controls 
is influenced by various factors. These include: the business objectives of the agency; the 
level of dependence on IT; the technological sophistication of their computer systems; and 
the value of information managed by the agency. 

What did we do? 
We conducted GCC audits and capability assessments at 45 agencies. This is the eighth 
year we have assessed agencies against globally recognised good practice.  

We provided the 45 selected agencies with capability assessment forms and asked them to 
complete and return the forms at the end of the audit. We then met with each of the agencies 
to compare their assessment and ours which was based on the results of our GCC audits. 

What did we find? 
Our capability maturity model assessments show that agencies need to establish better 
controls to manage IT operations, IT risks, information security and business continuity. We 
expect agencies to rate a level 3 or better across all the categories. 
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