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Auditor General’s Overview

4

Information Systems (IS) audits are a key component of my office’s work. Previously the
results of the IS audits have been incorporated into our financial and performance audit
reports. But this year for the first time we are reporting the results of our IS audits in a
stand-alone report. This reflects the importance of IS matters in government.

The report covers three items and is divided into two sections:
e |S Compliance Audit

o Protection of personal and sensitive information
® General Computer and Application Controls Audits

o General Computer Controls

o Application Controls

The first item of the report raises some concerning issues and is a wake up call to all
governmentagenciesthathandlepersonalandsensitiveinformation.lfoundfundamental
weaknesses in all of the key areas of information security at the agencies examined. |
was sufficiently concerned by this that | have sought assurance from agencies that our
recommendations were being implemented.

Theresultsofthegeneralcomputerandapplicationcontrolsauditsreinforcesmyconcern
that many agencies are continuing to ignore the importance of effectively managing
theirinformation systems. For general computer controls, we reviewed 65 agencies and
benchmarked 41 againstaccepted good practice for IS management. Nearly 60 per cent
of agencies failed to meet the benchmark. Our audit of five key business applications
found weaknessesin security and data processing controls that could potentiallyimpact
delivery of key services to the public.

By failing to address fundamental control weaknesses, agencies leave themselves
vulnerable to computer system failures, unauthorised access to information, loss of
information and fraudulentactivity. Many of the controls required to ensure appropriate
andsecuremanagementofanorganisation’scomputersystemsdonotrequireexpensive
technology or large numbers of specialist resources. Good controls can be achieved
throughtheappropriateimplementationand managementof basic polices, procedures
and practice.

| expectagencies across government to take note of the findings and recommendations
of this report.
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IS Compliance Audit

PROTECTION OF PERSONAL AND SENSITIVE INFORMATION

Overview

Personal information is information that identifies an individual such as name, address,
date of birth, phone numbers and e-mail address. Sensitive informationincludes private
detailsaboutanindividual such as tax file number, next of kin, criminal and legal records,
education, health details and financial status.

WesternAustralian Governmentagenciescollectandstorelargeamountsofpersonaland
sensitive information about individuals. Members of the public have the right to expect
thatinformationaboutthemisprotectedfromunauthorisedaccessorinappropriateuse.
Agenciesinturn havearesponsibility to ensure appropriate levels of security arein place
to protect and maintain the integrity of personal and sensitive information.

Generallythe personalinformationwhichiscollectedonindividualsendsupbeingstored
andprocessedwithindatabases.Databasesfacilitatetheefficientstorage, processingand
sharing oflargeamounts ofinformation.However, if databases lackadequate safeguards
thenunauthorised access, alteration and theft of large volumes of information can occur.

Weaknesses in the security controls of computer systems holding personal and sensitive
information can expose agencies and members of the WA public to a variety of risks:

® inappropriate or accidental disclosure of personal and sensitive information which
could affect an individual’s safety or reputation or result in financial loss

e theftormodification ofinformation forthe purposes of criminal activity and financial
gain including identity theft, fraud, bribery, email scams etc

e inaccurateandunreliableinformationheldresultinginincorrectdecisionsanderrors
being made

e reputational damage to agencies and loss of public confidence.

Thereisariskof unauthorisedaccesstogovernmentdatabasesviathelnternet.However,
researchindicatesthatthegreaterrisktopersonaldata,whethermaliciouslyoraccidentally,
is from staff, contractors and service providers inside an organisation.

We selected five agenciesacross key sectors of government, who collectand storeawide
rangeofpersonalandsensitiveinformation.Theseagencieshadvariousformsoffinancial,
medical, legal and educational information for hundreds of thousands of people in WA.
The objective of the examination was to establish whether the controls in place at the
selectedagenciesweresufficientto protectpersonalandsensitiveinformation.Wedonot
publicallyreportthenamesofagenciesexaminedinourlSauditstominimisetheriskthey
will be targeted to exploit reported weaknesses. Another reason is that our findings and
recommendations are relevant across government and not just to the specificagencies
examined.
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IS Compliance Audit (continued)

Conclusion

We found that there was a lack of fundamental controls in place to protect personal and
sensitive information. This meant there was a real and significant risk of inappropriate
disclosure or access to the information held by those agencies. In numerous cases the
agencies would have no way of knowing if data theft or manipulation had occurred.

Key Findings

Specifically we found:

6

e Three out of the five agencies lacked IT security policies. This indicates a lack of
understanding of security requirements by senior management. This in turn means
agencieswereoftenoperatingwithoutafullawarenessofthethreatsandvulnerabilities
posedtotheirlTenvironment.Nordidtheyhaveappropriate proceduresorguidelines
for staff on how to mitigate those risks.

o None of the agencies we examined was consistently applying simple administrative
controls such as police checks or confidentiality agreements for staff dealing with
personal or sensitive information.

o Computer network security was poor, weaknesses we found included:

o

o

active network accounts for former employees of agencies

generic accounts that allow individuals access to networks by unidentified
individuals that had no passwords or easy to guess passwords. In one agency, by
using these accounts and guessing passwords, Audit was able to access almost
700 000 sensitive records via the Internet

networkaccountand password details for genericaccounts’posted’on computer
monitors

three agencies that were not logging or monitoring network use or unsuccessful
log on attempts

three agencies that were not updating network operating software in line with
vendor recommendations to address known security vulnerabilities.

® Therewerefundamentalweaknessesinthesecuritycontrolsforcomputerapplications
and databases. Specifically:

Q

Two agencies were storing sensitive information using database applications
that were grossly inadequate for that purpose.The applications had no password
controls and a well known security weakness which allowed the initial log on
screen to be bypassed providing full access to all information.
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o Fourof the agencies had active accounts belonging to former employees. These

types of accounts provide opportunities for misuse by insiders with minimal
chance of tracing the individual responsible.

o Intwoofthethreeagenciesthatusedaspecificdatabase, systemdefaultdatabase
accountsremainedactiveandsettotheirdefaultpassword.Databasevendorswarn
thatsecurityismosteasilycompromisedbyleavingdefaultpasswordsunchanged
for these accounts.

o Infourofthefiveagenciesexaminedwefoundawiderangeofconfidentialdocuments
and files saved to unsecured folders on network servers. In some of the agencies this
meantthatthousandsof sensitive filesand documentsrelatingto members of the WA
public could be viewed by anyone connected to the network.

o None of the agencies we examined had adequate controls to address the risk of
portableUSBdevicessuchasthumbdrives,thatcanbeeasilylostorstolen,beingused
to transfer or store personal and sensitive information. We found several instances
where USB devices were directly connected to computers used to store sensitive
information.

What Should Be Done

Tohelpensuretheprotectionofpersonalandsensitiveinformation,governmentagencies
need to assess the threats and vulnerabilities to their IT systems and implement policies,
procedures and practices to mitigate those risks.

Specifically agencies should:

e defineandendorseanITsecurity policy that reflects the sensitivity of theinformation
theystoreandtheriskstothatinformation.Thisshouldincludeidentifyingallinstances
of personalandsensitiveinformationheldandbasedonriskassessmentsensurethere
isanappropriatelevel of security controls overtheinformation.Relevantinformation
security standards such as 1SO27001 and 1SO27002 as well as relevant vendor
documents provide guidance on basic information security controls
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IS Compliance Audit (continued)

e ensure all users who will be given, or who have access to personal and sensitive

data have been appropriately screened by completing background and criminal
record checks. In addition, ensure users understand and have signed appropriate
confidentiality and acceptable use of information systems agreements

ensure that network, applications and database security controls are in place, up-to-
date, regularly tested and enforced.

Agency Responses

8

Three of the five agencies we examined chose to provide aresponse to theauditfindings
and recommendations. The three agencies responded as follows:

® Thedepartmentagreeswiththeneedtohavestrongcontrolstoprotectunauthorised

access or inappropriate use of confidential information and has already taken the
necessary steps to implement the Office of the Auditor General Recommendations
to strengthen controls in this area and hence provide confidence that information is
appropriately protected.

Theauditfindingsin respecttothisagencywere classified moderate or minor butthe
recommendationsproposedbytheAuditorGeneralwereextremelyusefulinimproving
controls,compliance and accountability. Most of the recommendations have already
been implemented and the remaining few are in the process of implementation.

The agency agrees with the findings outlined in the report and upholds the need
forstrong protectionofinformation.We havecommencedimplementation of several
initiatives to strengthen governancein thisarea.These strategies will address several
of the Audit recommendations.
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Background

Personalinformationis considered to be information thatidentifies anindividual (name,
address, date of birth, phone number, email address etc). Sensitive information includes
private details about an individual (e.g. tax file number, next of kin, criminal and legal
records, education, health details, financial status).

We expect that agencies who hold personal and sensitive details about the public have
established appropriate levels ofinformation security to prevent unauthorised access or
disclosure and to maintain the integrity of the information. Poorly managed databases
containing personal and sensitive information can create significant security risks for the
database owners and members of the public. In today’s world, personal and sensitive
informationhasasignificantcommercialvaluetoindividualsbothinAustraliaandabroad.

Changesintechnologynowmakeinformationtheftfareasieranditisoftenmoreprofitable
than conventional forms of crime with less risk for the perpetrator. Though thereis arisk
of unauthorised access to government systems and information from over the Internet,
researchindicates that a greater risk, whether malicious oraccidental, is from staffinside
an organisation (agency staff, contractors and service providers).

Western Australian (WA) government agencies, unlike the Commonwealth and some
otherstates’, have no privacylegislation to provideregulatory guidanceinrelationtothe
collection, retentionandsecurity of personalinformation. AnInformation Privacy Billwas
introducedtoParliamentin March 2007; howeverwiththerecentchangein Government
the Bill would need to be reintroduced to progress towards legislation. In the absence of
specificlegislation,agenciesshouldstillhave sound security practicesand can take some
guidancefromrelevantinternationalStandardsforinformationsecuritysuchas|SO27001

and 1SO27002.

What Did We Do?

The objective of the examination was to establish whether the controls in place at a
selection of government agencies were sufficient to protect personal and sensitive
information.

We selected five agencies across key sectors of government, who collectand storeawide
rangeofpersonalandsensitiveinformation.Theseagencieshadvariousformsoffinancial,
medical, legal and educational information for hundreds of thousands of people in WA.

This review was undertaken in accordance with the Australian Standards on Assurance
Engagements as issued by the Australian Auditing Standards Board with a view to
providing reasonable assurance under those standards.

1 Commonwealth - Privacy Act 1988, NSW - the Privacy and Personal Information Protection Act 1998 and Victoria — the Information Privacy Act 2000.
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IS Compliance Audit (continued)

Within theinformation security arenathe principle of'defencein depth’is considered the
most effective wayto protect the confidentiality,integrity and availability of information.
This is based on layers of security with specific sets of controls at each layer. The design
combinestheselayersand controlstoassistinthe overall protection of theinformation. A
graphical concept of the principle of security layers is shown in Figure 1.
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Figure 1: Information Security Layers

The examination approach was to first identify the personal and sensitive information
stored withinthe agency.Then based on ourassessment of the mostssignificantrisksand
vulnerabilities, we tested the adequacy of the controls in the following key areas:

e [T security policy — existence of an overarching policy that guides and informs the
management approach to IT security generally

e administrative controls — security checks, confidentiality and acceptable use
agreements

® networksecurity —access controls,accountmanagement,loggingand monitoring of
users

e application and database security —access controls, account management, logging
and monitoring of users

® sensitive information - handling

ThemethodologyfortheauditwasconsistentwithandinformedbytherelevantAustralian
Standards for Assurance Engagements.
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What Did We Find?

IT security policy

Threeoutofthefiveagenciestesteddid nothavelT security policies.Thisisdespitethefact
thattheagencies'ITsystemswereallstoringpersonalandsensitiveinformationregarding
thousands of members of the WA public.

Without an appropriate IT security policy, staff may lack a basic understanding and
awareness of the potential security risks for their IT environments. Staff may not be aware
or have clearly defined their roles and responsibilities in managing those risks.

An IT security policy should be based on a detailed assessment of the potential threats
and vulnerabilities to the IT systems, and guide procedures and controls to mitigate
identified risks. The policy should also define senior management’s commitment and
approach for ensuring adequate safeguards and controls are in place to protect the
confidentiality, availability and integrity of information. To ensure the requirement for
effective information security is fully understood, the IT security policy should be readily
available and communicated throughout the organisation.

Administrative controls

Agenciesshouldhaveanumberofsimpleadministrative controlsin placeforstaffdealing
with personal and sensitive information. These include:

e Backgroundscreeningandcriminalrecordchecksofall peoplewhowillhaveaccessto
computer systems and personal and sensitive information.

e Signednon-disclosure/confidentialityagreementsdetailingindividualresponsibilities
with regards information handling and disclosure.

e SignedlTacceptableuseagreementsdetailingindividualresponsibilitieswithregards
system and information access.

In two of the five agencies reviewed there was no requirement to carry out police and
background checks on staff before they were employed and given access to sensitive
information. In another agency, police and background checks had been conducted for
only 20 per cent of the staff.

All of the agencies had established some of the above controls, which indicates they
had considered risks and acknowledged the need for the controls. However, none of the
agencies were consistently applying them. We found a number of instances where staff
hadnotbeensubjecttopolicechecksorrequiredtosign confidentialityoracceptableuse
agreements even though there was a clear requirement for them to do so.
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IS Compliance Audit (continued)

Network security

Agencies use computer networks to store, share and communicate information.
Information on agency networks can be shared both internally and externally for the
general public. Networks need to be configured to define who is authorised to access
different’areas’ofinformation storage as wellasdifferenttypes of computerapplications.

Network controls provide a range of mechanisms which are critical to ensuring only
authorised users can access the network and connect to applications and databases
storing sensitive information. Examples of network controls are

® access and authentication - to prevent unauthorised users accessing the network

® account management - defining the areas of the network that authorised users can
access and the associated privileges. Highest level privileges include the ability to
create passwords and accounts and change network controls. Common privileges
include the ability to create, edit or delete documents

e loggingand monitoring of usage —enabling networkadministrators (thosein charge
of managing and oversight of the network system) to trackwho haslogged on and off
at what time as well as unsuccessful attempts to log on to the network

e software security updates—vendors of network operating software typically provide
updates or ‘patches’ to address known security flaws and vulnerabilities.

Four of the five agencies had active network accounts belonging to former employees
including former IT staff with the highest level privileges. Such accounts mean that
individualswithintheagencycouldaccessthenetworkwithmaliciousintentandvirtually
noriskofbeingpersonallyidentified.Whereaccountshavehighestlevelprivileges,aperson
withintheagency couldaccidentally ordeliberatelyalterall privilegesto existingusersas
well as delete or alter information and do so with detection being almost impossible.

Generic accounts allow individuals to access networks without being identified. All of
the agencies we examined had generic network accounts with over 1000 across the five
agencies. Many of these had been assigned weak passwords that were easy to guess or
did not require a password despite providing access to sensitive information.

In one agency a number of generic accounts had been provided with remote access to
theirnetworkandmainapplication.Wewereabletoeasilyguesstheseaccountpasswords,
whichthenenabledfullaccesstosensitiveinformationonthousandsofWAindividualsvia
the Internet.

Inanotheroftheagenciesitwasanaccepted practice towrite down the details of generic
accountsandpasswordsandstickthedetailsoncomputermonitors.Theseaccountscould
have been used by non agency staff such as cleaners, building maintenance contractors
or general visitors to gain access to sensitive information.
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Three of the agencies did not have appropriate network audit logs in place to capture
network access details. Effective logging and pro active reviews are a critical detective
controlintheidentificationofunauthorisedaccessattemptsorsuspiciousactivitysuchas
after hours log in.

Despite the well known risks to computer systems of not deploying vendor security
updates to secure systems and reduce vulnerabilities, three of the agencies did not have
an effective process in place to manage this. Our scans of their network environment
identified key systems that were missing critical software security updates.

Computer applications and database security

Computer applications provide users with an interface to access, enter and retrieve
information from databases. Similar to the controls that exist for computer networks,
applications and databases have specific controls to prevent unauthorised access or to
limit the ability of users to create, delete or editinformation held in the database. As with
network security, key application controls include:

® access and authentication - to prevent unauthorised users accessing the database

® account management — defines who can access the database and the level of
‘privileges’assigned.Privileges canrangefromability toalterthedesignand structure
of the database to simple read access of data stored in the database

e logging and monitoring of usage - enabling database administrators to track who
has logged on and off at what time as well as unsuccessful attempts to log on to the
database

e softwaresecurity updates —software vendors provide updates or‘patches’to address
known security flaws and vulnerabilities in their applications including database
applications.

We found arange of fundamental weaknesses in the applications and database controls
across the agencies we examined. Specifically:

® Four of the agencies were not effectively managing the system application and
databaseaccountsandhadactiveaccountsbelongingtouserswhonolongerworked
there. These types of accounts provide opportunities for misuse by insiders with
minimal chance of tracing the individual responsible.
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IS Compliance Audit (continued)

o Twoagencieswerestoringsensitiveinformationusingdatabaseapplicationsthatwere
grosslyinadequateforthat purpose.Theapplicationshad no password controlsand a
well known security weakness which allowed theinitial log on screen to be bypassed
providing full access to all information.

e In two of the three agencies that used a specific system, they had left well known
default database accounts active and still set to their default password. Database
vendors warn that security is most easily compromised by leaving default passwords
unchanged for these accounts.

Sensitive information handling

Even with adequate controls in place at key layers of the security model, if sensitive
informationisnothandledappropriately,allthesecuritycanbebypassedandinformation
exposed, lost or stolen. This is especially true now with the widespread use of portable
mediadevicessuchasUSBdrivesproviding peoplewithcheapandeasywaystostoreand
transport large volumes of information.

Basedonthisriskweassessedwhetheranypersonalorsensitiveinformationhadnotbeen
appropriately secured and could easily be found and accessed. We also looked for any
controls to prevent sensitive information being copied and removed from the agency.

Acrossfourofthefiveagencieswefoundthousandsofhighlysensitivefilesanddocuments
regardingmembersoftheWApublicsavedtounsecurednetworkfolders. Thisinformation
could be viewed by anyone connected to the network, copied to portable media and
removed from the agency.

Inrecentyearsthere have beenanumberof high profile casesin the United Kingdomand
elsewhere of portable media containing personal and sensitive information being lost
or stolen. Despite this, none of the agencies we examined had implemented adequate
controls to mitigate this risk. In fact in most of the agencies the use of USB drives by
agency staff was a common and accepted practice.
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General Computer and Application Controls Audits

Overview

Conclusion

Computer controls can be defined as specificactivities performed by people (manual) or
by systems (automatic) to ensure confidentiality, integrity, and availability of computer
systems is protected. Computer controls are often divided into two categories: general
computer controls (GCC) that apply to computing systems as a whole, and application
controlsthatapplytospecificsoftware programs orapplications thatrunon the systems.

General computer controls audits

We further classify general computer controls into 12 generic categories. We rotate our
review of these 12 cycles over three years. This year we focussed on five categories:
management of IT risks, information security, business continuity, change control and
physical security.

Forthefirsttimewearereportingtheresults of ourworkusing capability maturitymodels.
A capability maturity model is a way of assessing how well developed and capable the
established controls are and how well developed or capable they should be. Capability
maturity models were prepared for 41 of the 65 agencies examined. The models will
provide a baseline for comparing results of our future GCC work.

Application controls audits

Applications are the software programs that are used tofacilitate key business processes
ofanorganisation.Forexamplefinance,humanresource, licensingand billing are typical
processesthataredependantonsoftwareapplications.Applicationcontrolsaredesigned
to ensure the complete and accurate processing of data from input to output.

Eachyearwereviewaselectionofkeyapplicationsreliedonbyagenciestodeliverservices
to the general public. Failings or weaknesses in these applications have the potential to
directly impact other organisations and members of the general public. Impacts range
fromdelaysinservicetopossiblefraudulentactivityandfinancialloss.Thisreportdescribes
the results of key application reviews conducted at the five agencies.

We do not publically report the applications or agencies selected in our IS audits to
minimise the risk they will be targeted to exploit reported weaknesses. In addition, our
findings and recommendations are relevant across government and not just for the
specific agencies selected.

We found multiple information system control weaknesses at the vast majority of
the agencies we examined. These weaknesses have the potential to compromise the
confidentiality, integrity and availability of the computer systems we examined.
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General Computer and Application Controls Audits (continued)

Key Findings

General computer controls

Despiteinformationsystemcontrolsbeingafundamental necessitytomostgovernment
operations, we continue to find basic weaknesses across government. By continually
failingtoaddressthesesweaknesses, agenciesleave themselvesvulnerabletocomputer
system failures, unauthorised access to information, loss of information and fraudulent
activity.

We reported well over 500 GCC related issues to agencies in 2008. Of the 41 agencies we
assessed using the capability model, we found that:

e over60percenthadnotestablished effective controlstomanageTrisks,information
security and business continuity

® 46 per cent of agencies had not established effective change controls

e 33percenthadnotestablishedeffectivecontrolsformanagementofphysicalsecurity.

Application controls

Only one of the five business applications we reviewed was considered well managed
with few control weaknesses. In total we identified 30 control weaknesses of which:

® Security weaknesses made up 50 per cent of the control weaknesses.These included
computervulnerabilitiessuchaseasytoguesspasswords,unauthoriseduseraccounts
and failure to remove accounts belonging to former staff.

e Data processing controls issues made up 33 per cent of our findings. Weaknesses in
data controls put the integrity of information processed at risk.

® Theremaining 17 percentofissuesrelatedtooperations,changecontrolandbusiness
continuity controls.

What Should Be Done?

16

e Policiesand procedures—-agenciesshouldensurethattheyhaveappropriate policies
andproceduresinplaceforkeyareassuchasITriskmanagement,informationsecurity,
business continuity and change control. We recommend the use of standards and
frameworks as references to assist agencies with implementing good practices.

® ManagementofTrisks—agencies need to ensure that|Trisks are identified, assessed
and treated within appropriate timeframes and that these practices become a core
part of business activities.
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e Information security - agencies should ensure good security practices are

implemented,up-to-dateandregularlytestedandenforcedforkeycomputersystems.
Agencies must conduct ongoing reviews for useraccessto systemstoensuretheyare
appropriate at all times.

® Business continuity — agencies should have a business continuity plan, a disaster
recovery plan and an incident response plan. These plans should be tested on a
periodic basis.

o Changecontrol-changecontrolprocessesshouldbewelldevelopedandconsistently
followedforchangestocomputersystems.Allchangesshould besubjecttothorough
planning and impact assessment to minimise the likelihood of problems. Change
control documentation should be current, and approved changes formally tracked.

e Physicalsecurity-agenciesshoulddevelopandimplementphysicalandenvironmental
control mechanisms to prevent unauthorised access or accidental damage to
computing infrastructure and systems.

GENERAL COMPUTER CONTROLS AUDITS
Background

General computer controls (GCC) include controls over the information technology (IT)
environment,computeroperations,accesstoprogramsanddata, programdevelopment
andprogramchanges.Weclassifygeneralcomputercontrolsintothefollowing 12generic

categories:

e management of IT risks e IT resource strategy and planning

e information security e relationships with outsourced vendors
e business continuity e database implementation and support
e change control e network implementation and support
e physical security e information systems operations

e  systems software e hardware support

Theobjectiveofour GCCauditsistodeterminewhetherthe computercontrolseffectively
support the confidentiality, integrity, and availability of information systems.The audits
also involve assessing the adequacy of risk management and internal audit practices as
they relate to computer processing environments.
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General Computer and Application Controls Audits (continued)

We conductthree cyclesof GCCauditseachyear.Inthefirstcycle, we examineallagencies
with afinancial year end of 30 June which have computer environments classified by this
office asdominant or significant. Our classification of computer environments considers
volume of transactions that are performed and size and complexity of systems as well as
the size of revenue and expenditure streams involved.

The second GCC audit cycle includes a review of all four Universities and the four
metropolitan TAFE colleges. The six regional TAFE colleges are reviewed on a rotational
basis covering two colleges each year. The Department of Education and Training (DET)
is also reviewed each year as a provider of key accounting, financial management and
studentrecords systemsforTAFE colleges. Although DETis the provider of these services,
theTAFE collegesremain ultimately responsibleforensuring thatadequate controls exist
over the processing of their transactions.

The main purpose of the first two work cycles is to determine the level of confidence
our financial auditors can place in the financial and performance information that they
audit. In this way the IS Audit work both supports and influences the level of detailed
financial audit work required to give overall assurance on the financial statements and
performance information reported by agencies.

The third cycle of work involves high level GCC audits for a selection of 10 agencies not
normally coveredinthefirsttwoaudit cycles.Whilethese agencies generallydo nothave
dominantorsignificantcomputerenvironmentsintermsof ournormal criteria, they may
have important systems when other factors are considered.

What Did We Do?

Eachyearwedoapreliminaryassessmentofall 12 GCC categoriesat selected agenciesto
providehighlevelassurancethatcontrolswereappropriatelydesignedandimplemented.
Wealsoconducttestsofthereliability of the 12 control categoriesonarotation basesover
threeyears,thoughinformationsecurityandchangemanagementaresignificantenough
toauditeveryyear.Theresultsofthe preliminaryassessmentcanresultinmore categories
being rotated in and can influence the amount of testing performed.

In 2008 we conducted GCC audits at 65 agencies. The categories we focused on were:
® management of IT risks

® information security

® business continuity

e change control

e physical security

This review was undertaken in accordance with the Australian Standards on Assurance
Engagements as issued by the Australian Auditing Standards Board with a view to
providing reasonable assurance under those standards.
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Capability maturity models

Thisyear for the first time we are reporting the results from our use of capability maturity
models.Acapabilitymaturitymodelisawayofassessinghowwelldevelopedandcapable
theestablished T controlsareand how well developed or capable they should be.In2008
we used the model at41 of the 65 agencies where we conducted GCC audits. The models
will provide a baseline for comparing results of our future GCC work.

The models we developed use accepted industry good practice as the basis for
assessment. Our assessment of the appropriate maturity level for an agency’s general
computercontrolsisinfluencedbyvariousfactors.Theseinclude:the businessobjectives
of the agency; the level of dependence on IT; the technological sophistication of their
computer systems; and the value of information managed by the agency.

Weusedafivescalerating?listed belowto evaluateeachagency’s capability and maturity
levels in each of the GCC audit focus areas.

Rating criteria:

0 (non-existent)
Managementprocessesarenotappliedatall. Completelackofanyrecognisableprocesses.

1 (initial/ad hoc)
Processes are ad hoc and overall approach to management is disorganised.

2 (repeatable but intuitive)

Processes follow a regular pattern where similar procedures are followed by different
people with no formal training or standard procedures. Responsibility is left to the
individual and errors are highly likely.

3 (defined)
Processesaredocumentedandcommunicated.Proceduresarestandardised,documented
and communicated throughtraining. Processes are mandated however, itisunlikely that
deviations will be detected.The procedures themselves are not sophisticated butare the
formalisation of existing practices.

4 (managed and measurable)

Management monitors and measures compliance with procedures and takes action
whereappropriate.Processesareunderconstantimprovementandprovidegoodpractice.
Automation and tools are used in a limited or fragmented way.

5 (optimised)

Good practices are followed and automated. Processes have been refined to a level of
good practice, based on the results of continuous improvement and maturity modeling
withotherenterprises.|Tisusedinanintegrated waytoautomate theworkflow, providing
tools to improve quality and effectiveness, making the agency quick to adapt.

Theinformation within this maturity model assessment is based on the criteria defined within the Control Objectives for Information and related Technology
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General Computer and Application Controls Audits (continued)

We provided the 41 selected agencies with capability assessment forms and asked them
to complete and return the forms at the end of the audit. We then met with each of the
agenciesto compare theirassessmentand that of ours which was based on the results of
our GCC audits. The agreed results are reported below.

What Did We Find?

More than 60 per cent of the agencies we assessed using capability models had not
established effective controls to manage IT risks, information security and business
continuity. Forty-six per cent of agencies had not established effective change controls
and 33 per cent had not established effective controls for management of physical
security. Figure 2 below represents the results of the capability assessments for the 41
agencies. Our expectations are that all agencies across the categories should be at least
within the level three band.
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Figure 2: Capability Maturity Model Assessment Results

The model shows that most agencies achieved a rating of two or less out of five when assessed against
each of the five GCC categories. The categories with the greatest weakness were Management of IT
Risks, Information Security and Business Continuity.
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36%

64%

Risk

39%

61%

Security

Management of IT risks

Treasurer’sinstruction825RiskManagementandSecurityrequiresallagenciestohaverisk

management policies and practices that identify, assess and treat risks that affect key
businessobjectives.TheTreasurer'sinstructionidentifiesITasoneofthekeyriskareasthat
should be addressed. We therefore expect agencies to have IT specific risk management
policiesand practicesestablishedsuchasriskassessments, registersandtreatmentplans.

Sixty-four per cent of the agencies assessed using the capability model fell below our
expectations for effectively managing IT risks.

Our general findings include:

® Some agencies either had no risk management policies and practices established or
their policies and practices were inadequate.

® Most agencies have not analysed the likelihood and impacts of risk events.

® Many agencies do not maintain risk registers and lack clear processes for identifying
and communicating risks. Agencies also lacked treatment plans and were not
monitoring risks where they had been identified.

e Several agencies have not assigned responsibility to key staff for risk management.
We found a lack of active participation by key staff across most agencies in the
identification, assessment and treatment of IT risk management.

WithoutappropriatelTriskpoliciesandpractices, threatsmaynotbeidentifiedandtreated
within reasonable timeframes, thereby increasing the likelihood that agency objectives
will not be met.

Information security

Information security s critical to maintaining dataintegrity and reliability of key financial
and operational systems from accidental or deliberate threats and vulnerabilities. We
examined what controls were established and whether they were administered and
configured to appropriately restrict access to programs, data, and other information
resources. We also examined whether only authorised software was installed on the
agencies computer systems and used in accordance with licensing agreements and
management’s authorisation.

Itis clear from the basic security weaknesses we identified that some agencies have not
implemented fundamental security controls to secure their systems and information.

Sixty-one percent of agencies assessed using the capability model fell below our
expectations for ensuring that information security is reasonably managed.
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The information security controls we reviewed are divided into five main areas. The
breakdown offindingsacrossthefiveareasisshowninFigure 3forall65agenciesaudited.
The figure shows that weaknesses in access controls made up 46 per cent of security
findings. Access controls are the most basic and inexpensive control to implement.
Weaknesses with network security controls made up afurther 26 per cent of ourfindings.
Suchweaknesses canleaveinformationand systemsonanagency’s networkvulnerable.

Policies and
Procedures
13%

Network
Security
26%

V

Password
Controls
8%

Physical
Security
7%

Access
Controls
46%

Figure 3: Security Control Findings

The graph shows that access controls and network security were the two most common types of
security weakness amongst the 65 agencies.

Typical information security control weaknesses identified as part of the audit were:

Critical files for payments to staff and external suppliers were stored on unsecured
network folders allowing the files to be read and manipulated prior to processing.

There was no segregation of duties for staff involved in financial processing and
payment. This significantly increases the risk of fraudulent activity.

Former employees with access to agency computer networks and applications
increasing the risk of unauthorised access to agency resources and information

Key systems had no password protection.

There was no logging of user activity to identify and monitor who is accessing and
makingchangestoagencynetworks,computerapplicationsanddatabaseinformation,
allowing security breaches to go undetected.
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36%

64%

Continuity

e Unsecured wireless access points provided open access to the agencies’ internal
network and systems

o Methods of managing devices on the network were insecure. This allows log on
details such as user names and passwords to be easily intercepted, in turn leading to
unauthorisedandpotentiallyundetectedaccesstoagencynetworksandinformation

® Agencies were unaware of the number of generic accounts that exist, who created
them or whois authorised to use them. Generic accounts allow individuals to access
networks without being identified

e (ritical security updates were missing from computer systems and servers across
agencynetworks.Thisleaveskeysystemsandserversinadequately protectedagainst
potentialthreatsandmayresultinunauthorisedaccessand/orlossof systemoperation

® Agencies allowed uncontrolled installation of software on computers risking non-
compliance with software licensing agreements and introducing a wide variety of
threats. Threats include introducing viruses and spyware to the agency computer
systems

e Financial and human resource databases had default user names and passwords
unchanged. Attempting to log into computer systems and databases using default
passwords is a common strategy used to gain unauthorised access to systems and
information.

Withoutappropriatemanagementofinformationsecurity, thereisasignificantrisktothe
confidentiality, integrity and availability of information and computing resources.

Business continuity

To ensure business continuity, agencies should have in place a business continuity plan
(BCP) adisaster recovery plan (DRP) and anincident response plan (IRP). The BCP defines
and prioritises business critical operations and therefore determines the resourcing
and focus areas of the DRP. The IRP needs to consider potential incidents and detail the
immediate steps to ensure timely, appropriate and effective response.

These plans should be tested on a periodic basis. Such planning and testing is vital for
all agencies as it provides for the rapid recovery of computer systems in the event of an
unplanned disruption affecting business operations and services.

We examined whether plans have been developed and tested. We found that 64 per cent
ofagenciesreviewed using capability modelsdid not have adequate business continuity
arrangements.
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54%

45%

Change

We identified the following issues relating to business continuity:

® agencies that had not conducted risk assessments or business impact analysis to
inform and assist development of BCPs

® manyinstancesofagencies nothavingtested, updated or developed adequate DRPs
for the recovery of systems that support critical business functions and services

® inadequate backup testing for key network operating systems and data. This means
thatdata could be permanently lost and systems could take excessive time to rebuild

o backup media stored in areas that do not provide sufficient protection against
accidental or deliberate damage. Thisincluded backup mediastored onsite and/orin
unsecured areas

e severalagencieshadnottested uninterrupted power supplies (UPS).Withoutregular
testingand maintenance of the UPSitis not possible toknowifit willworkinthe event
of a power disruption. We have seen several instances where the UPS have failed.

Without adequate planning for business continuity, there is an increased risk that key
businessfunctionsandprocessesmaynotberestoredinatimelymannerafteradisruption,
in turn affecting the operations of an agency.

The lack of documented incident response procedures increases the risk that incidents
may not be managed in a timely or effective manner particularly in the absence of key
staff. Furthermore, required approval processes, escalations and critical systems can be
overlooked in an emergency without clear incident response documentation.

Change control

Whenexamining change control,weexpectdefined proceduresare used consistently for
changestolTsystems.Theobjectiveofchangecontrolistofacilitateappropriatehandling
of all changes.

We examined whether changes are appropriately authorised, implemented, recorded
and tested. We reviewed any new applications acquired or developed and evaluated
the consistency with management’s intentions. We also tested whether existing data
converted to new systems was complete and accurate.

We found change control practices were not adequate in 46 per cent of agencies we
assessed using the capability model. In some cases this has adversely affected agency
systems and functions.

Common weaknesses we found included:

® no documented policies or procedures for how changes are to be made to key
applications, databases and the IT infrastructure generally
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67%

33%

Physical

e staffnotawarethatchangesneedtobeapprovedandmanagedresultinginanadhoc

approach in some agencies

® agenciesimplementingsignificantchangesto critical systemswith noassessment of
potential impacts

e norecordof changes madeto core systems and infrastructure. This means thereis no
up-to-daterecordofthecurrentconfigurationsneededtorestoreorfixcritical systems
if required.

Thereisariskthat withoutadequate change control procedures, systemswill not process
information asintended and agency’s operations and services will be disrupted. Thereis
also a greater chance that information will be lost and unauthorised access given.

Physical security

We examined whether computer systems were protected against environmental
hazards and related damage.We also determine whether physical access restrictions are
implementedandadministeredtoensurethatonlyauthorisedindividualshavetheability
to access or use computer systems.

Wefoundinadequate physical security measuresin 33 per cent ofagencies we examined
using the capability model. Common findings included:

® contractors and maintenance people with access to server rooms and equipment
without management authorisation

® agencies not complying with their own policies for security over server rooms
containing critical equipment

® agencies not recording or maintaining records of who has keys to server rooms
containing critical infrastructure

® agencieslocating vital network operating infrastructure such as routers and wireless
access points in freely accessible areas

® server rooms lacking environmental controls such as temperature, humidity and
smoke alarms, air conditioning and fire extinguishers

e serverroomdoorsleftopenorunlocked and unsecured serverracksleaving network
devices exposed to deliberate or accidental disruptions by individuals that enter the
server room

Inadequate protection of IT systems against various physical and environmental threats
increasesthepotentialriskofunauthorisedaccesstosystems,andinformationandsystem
failure.
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General Computer and Application Controls Audits (continued)

APPLICATION CONTROLS AUDITS
Background

Eachyearwereviewaselectionofkeyapplicationsreliedonbyagenciestodeliverservices
to the general public. Failings or weaknesses in these applications have the potential to
directly impact other organisations and members of the general public. Impacts range
from delays in service to possible fraudulent activity and financial loss.

Our application reviews involve an in-depth focus on the step by step processing and
handling of data. Our main purpose for reviewing computer applications is to gain
assurance that:

e data entered into the application is accurate, complete and authorised

e datais processed as intended in an acceptable time period

e stored data is accurate and complete

e outputs, including online or hardcopy reports, are accurate and complete

e arecordismaintainedtotrackthe processof datafrominput, throughthe processing
cycle to storage and to the eventual output

® access controls are in place and user accounts are managed.

Togainassurance wereview controls thatdirectly affect theabove processes.The control
categories for application reviews are similar to those used for our general computer
controls audits.

What Did We Do?

We reviewed five key business applications. Each application was selected on the basis
ofthe significantimpact on the agency or the publicif the application was not managed
appropriately.Weassessedtheadequacyofthecontrolsforeachapplication.Thecontrols
were:

® security controls

e data controls

® operations

e change control

® business continuity

We do not publically report the applications or agencies examined in our IS audits to
minimise theriskthey will be targeted to exploit reported weaknesses. Anotherreasonis
that our findings and recommendations are relevant across government not just for the
specific agencies examined.

This examination was undertaken in accordance with the Australian Standards on
AssuranceEngagementsasissuedbytheAustralian Auditing StandardsBoardwithaview
to providing reasonable assurance under those standards.

26 | Auditor General Western Australia | Information Systems Audit Report



What Did We Find?

Weidentified30controlweaknessesfromthefivebusinessapplicationsystemsreviewed.
Security control weaknesses made up 50 per cent of the findings. Control weaknesses
included computer vulnerabilities such as easy to guess passwords, unauthorised user
accounts and failure to remove accounts belonging to former staff. Data processing
controls issues made up 33 per cent of our findings. These weaknesses put the integrity
ofinformation processedatrisk.Theremaining 17 percentofissuesrelated tooperations,
change control and business continuity controls.

Change Management
7%

Data Controls
33%

Security
Controls
50%

Operations
7%

Business Continuity
3%

Figure 4: Application Control Findings

The graph shows that inadequate security controls and data controls were the two most common
types of control weakness found in the five applications.

Security controls

Weassessedwhethersecuritycontrolswereimplemented,administeredandappropriately
configured to restrict access to application data and related information.

The security weaknesses we identified put at risk the confidentiality and integrity of
information processed by the applications.

Security controls weaknesses identified included:

® Oneapplication had no controls to prevent all users from viewing or accessing credit
card details for members of the public. In addition there was no logging of activity to
detect whether this was occurring, how often and by whom.
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o Oneoftheapplicationshadinadequatesecuritycontrolstopreventconfidentialclient
information being intercepted when transferred internally or via the Internet. This
information could be used for unauthorised access and transactions .

® One agency had not defined the access privileges that should be applied for new
staffresultingininappropriatelevelsofaccessbeingassignedtonumeroususers.One
agencywasunableto producealistof useraccountsand theiraccess privilegesforan
application.

e Activeuseraccountsbelongingtoformerstaffandstaffonextendedleavewerefound
at two agencies.

e In two applications we found numerous user accounts had been created without
approval.These accounts allowed modification, addition and removal ofinformation
and user accounts. At one agency the accounts allowed access to highly personal
information and in another agency to the processing of payments.

o Two agencies had not checked whether external parties connecting to their
applications had appropriate security controls to prevent compromising computer
systems.

e (ritical security updates were missing from key applications in three agencies. This
leavestheapplicationinadequatelyprotectedagainstpotentialthreatsand mayresult
in unauthorised access and/or loss of system operation.

Data controls

Prior to examining data controls for an application we obtain an understanding of the
business processes involved and the underlying IT systems. We identify all relevant
businessand controlactivitiesand maptheflow ofinformationfrominputto output.This
includesreviewinganypoliciesandproceduresaswellasinterfacesbetweenapplications.

We identified the following issues relating to data controls:

e Intwoapplicationsthe agencies had notformalised the types of controls that should
be established over data processing. These should be formalised through approved
policies and procedures.

e In two applications unauthorised staff were able to override controls and waive
customer fees for services without being detected.

o Two agencies were not conducting routine verification of data accuracy and validity.

® Records transferred from one application to another were not checked to ensure
completeness and integrity. This occurred both within an agency and between two
other agencies.
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Oneapplicationhad nocontrolstoensuredelaysin processing,caused byincomplete
or invalid data, were consistently followed up and resolved in a timely manner.

Oneagencywasmanually processingdatathatcould havebeenprocessed usingtheir
existing computer application. Use of the application would be more efficient and
reduce the likelihood of errors.

One of the applications had weak password protection that was easily bypassed
allowing undetectable changes that would potentially compromise the validity of all
fees calculated using the application.

Other control categories

Operationscontrolsensurethatapplicationsareusedconsistentlyandcorrectlyacrossan
agency to meetbusiness requirements.These controlsinclude staff training, application
specificmanuals,aswellasmonitoringandreportingofdatainput, processingandoutput.

Changecontrolisrequiredtoensurethatany modificationstoexistingcomputersystems
areappropriatelyimplemented and changesareauthorised,approvedand tested where
appropriate.

Business continuity planningisvitalforallagenciesasit providesfortherapid recovery of
computer services in the event of an unplanned disruption.

Ingeneral these controls wereadequate across two of the fiveapplications. Nevertheless
we identified a number of necessary improvements. These included:

Oneoftheapplicationsdid nothaveanydesigndocumentation makingitdifficultand
expensive to maintain.

In two agencies users of key applications had not received appropriate support and
training in use of the applications.

One agency had no documented policies or procedures for how changes are to be
made to key applications, databases and the IT infrastructure generally.

In three agencies changes were being made to key systems without being tested,
recorded or authorised.

Oneapplication did not have a disaster recovery plan. Without this the agency could
not meet its own requirements for business continuity.
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Reports of the Auditor General

2009

Public Sector Performance Report 2009

- Management of Water Resources in Western Australia — Follow-up

- Administration of the Metropolitan Region Scheme by the
Department for Planning and Infrastructure

- Management of Fringe Benefits Tax

2008

Second Public Sector Performance Report 2008
- Complaints Management in Shared Service Centres
- Funding and Purchasing Health Services from Non-Government
and Not-For Profit Organisations
- Management of Traffic Infringements for Government Vehicles and Staff

Responding to changes in attraction, retention and achievement in
Vocational Education and Training

Audit Results — Assurance Audits completed at 3 November 2008
- Opinions of Ministerial Notifications

Improving Resource Project Approvals

The Juvenile Justice System: Dealing with Young People under the
Young Offenders Act 1994

Lost in Transition: State Services for Humanitarian Entrants

Audit Results Report on Universities and TAFE Colleges and

other audits completed since 19 November 2007 and

Performance Examinations of Risk Management, Delegation of Authority
and Records Management

Public Sector Performance Report 2008
- Regulation of Security Workers
- Information Security: Disposal of Government Hard Drives
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3 December 2008

3 December 2008

12 November 2008

12 November 2008

7 October 2008

18 June 2008

11 June 2008

7 May 2008

19 March 2008



2007

Renewable Energy: Knowing What We Are Getting

Audit Results Report by Ministerial Portfolios at 19 November 2007
- Opinions on Ministerial Notifications
- Administration of Natural Resource Management Grants

First Do No Harm: Reducing Adverse Events in Public Hospitals

Fourth Public Sector Performance Report 2007

- Management of Asbestos-Related Risks by Government Agencies
- Tracking Timber Logged From South-West Native Forests

- Establishing Contractual Arrangements with Private Business

Management of Native Vegetation Clearing

Third Public Sector Performance Report 2007

- Management of Land Tax and Metropolitan Region Improvement Tax
- Legal Aid in Western Australia

—The Administration of Grants

A Helping Hand: Home-based Services in Western Australia
Shared Services Reform: A Work in Progress

Audit Results Report — Universities and TAFE Colleges
- Other audits completed since 16 October 2006
- Legislative Changes and Audit Practice Statement 2007

Second Public Sector Performance Report 2007
- Major Information and Communications Technology Projects
— Security of Wireless Local Area Networks in Government

Public Sector Performance Report 2007

- Arrangements for Managing the Performance of Chief Executive Officers

- Prompt Payment by Government
- Management of Consumer Protection Investigations

Having Your Say: Public Participation in Government Decision-Making

28 November 2007

28 November 2007

17 October 2007

26 September 2007

5 September 2007

27 June 2007

27 June 2007

13 June 2007

4 April 2007

4 April 2007

28 March 2007

28 February 2007

The above reports can be accessed on the Office of the Auditor General’s

website at www.audit.wa.gov.au

On request these reports may be made available in an alternative format

for those with visual impairment.
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