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Auditor Generals Overview

 This is the fi rst Public Sector Performance (PSP) report for 2008. These reports over time address 
public sector performance across a broad range of important government operations with the aim 
of keeping the Parliament and public informed. 

 In this report we examine two matters of a quite divergent nature involving 12 agencies in total. Both 
matters were examined because of their potential for detrimental impact on Western Australians if 
not managed effectively. Both examinations found a need for improved performance:

  Regulation of Security Workers – more than 15 000 people are licensed to provide security 
services in Western Australia. These services include installing private security systems, 
protecting patrons on public transport and at entertainment venues and providing security 
in law courts and the private prison. Community safety depends upon ensuring that these 
workers are only licensed and remain licensed if they are of good character and competent.

  Information Security: Disposal of Government Hard Drives – It is important that government 
agencies remove sensitive and confi dential data from computers and electronic media prior to 
disposing of them into the public domain. We purchased a number of ex-government computers 
from public auction and second-hand computer stores to test for recoverable information. 
Our fi ndings send a serious message to all government agencies about protecting confi dential 
information.

 The agencies involved in these examinations have indicated general acceptance of our fi ndings and 
recommendations. Over the next 12 months or so the Public Accounts Committee of Parliament in 
conjunction with my Offi ce will be monitoring the actions taken to address the issues identifi ed.
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Regulation of Security Workers

Overview
 The public relies on personnel employed by private fi rms and government agencies to secure their 

safety and the security of their property. Security functions range from the installation of security 
equipment in the family home to the protection of patrons in entertainment venues. More than 
15 000 people are currently employed as security workers in Western Australia. Various incidents 
within the security industry in Western Australia over the last decade have highlighted the need to 
ensure appropriate regulation of security workers.

 There is specifi c legislation that regulates security workers in different situations including homes 
and public venues, prisons, courts, public transport and the casino. Agencies responsible for 
controlling entry into the industry and providing oversight of security workers include the Western 
Australia Police (WAP), the Department of Corrective Services (DCS), the Department of the 
Attorney General (DotAG), the Public Transport Authority (PTA) and the Gaming and Wagering 
Commission (GWC).

 In general, security workers must demonstrate that they are of good character and competent 
before being employed in the industry. They are then subject to ongoing monitoring to ensure 
continued compliance with legislative and agency requirements.

 Key Findings
 The overall regulation of security workers by the fi ve government agencies examined is adequate, 

with the PTA, DotAG and GWC often displaying good practice.

 Assessing suitability

 We found no indication that agencies have allowed people to enter the security industry who had 
not met required character and competency standards. Specifi cally we found that:

  all agencies except WAP were obtaining the information required by legislation and internal 
policies to assess the suitability of applicants. WAP were not obtaining all information required 
to assess applications for agent licences to supply security services

  agencies generally used the information to properly assess suitability of individual applicants 
though some opportunities for improvement were noted.
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 Monitoring compliance

 We found no evidence that agencies have allowed unsuitable people to continue working in the 
industry when they have failed to comply with relevant employment and licence conditions. 
Nevertheless, a number of improvements are needed to the way some agencies monitor compliance. 
Specifi cally we found that:

  all agencies had some form of monitoring of security workers and were conducting 
investigations in response to incident reports, complaints and allegations of non-compliance. 
WAP however were not always following up incident reports and they could more proactively 
monitor compliance 

  not all agencies sought information about charges and convictions incurred by security workers 
while employed in the industry

  there was limited testing for illegal drug use.

 Agency accountability

 All agencies except WAP had adequate internal controls to ensure licensing decisions were 
consistent and appropriate.

 What Should Be Done?
 WAP should:

  develop and implement procedures for assessing if applicants for agent licences have suffi cient 
fi nancial resources and whether they will be adequately supervising and controlling their 
business 

  introduce controls to ensure that, prior to issuing licences and permits, all applications are 
subject to documented checks and that all requirements are met

  develop and implement a proactive monitoring program to target identifi ed compliance risks 
in the private security industry, including illegal drug use

  ensure that appropriate criminal and court history checks are carried out and recorded when 
licence holders apply to have their licences amended or renewed

  improve procedures to ensure action is taken to follow-up all reported incidents of potential 
non-compliance.

 DCS should:

  ensure that referees are contacted to confi rm information provided by applicants

  ensure that appropriate criminal history checks are carried out and recorded when public 
prison offi cers are redeployed, transferred or promoted.

Regulation of Security Workers ... continued
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 Agency Responses
 A high level summary of agency responses is provided below. A more detailed summary is 

provided as an appendix to the report.

 WAP acknowledges all of the fi ndings made by the Offi ce of the Auditor General and has initiated 
full implementation of the recommendations. In September 2007, a Licensing Enforcement 
Division was established to consolidate the Commercial Agents Unit (CAU), the Firearms 
Investigations Unit (FIU) and other police regulatory units to provide consistent management 
and rigor to the WAP regulated industry enforcement and compliance obligations and to address 
potential emerging risks in those areas. 

 DCS is generally supportive of the fi ndings of the review. DCS does not support the recommendation 
that it should ensure referees are contacted to confi rm the information provided by applicants due to 
the already extensive processes for prison offi cer recruitment. DCS supports the recommendation 
in relation to appropriate criminal history checks.

 PTA supports the fi ndings and recommendations presented in the report and views the 
recommendations listed as an opportunity for objective improvement to its business processes.

 DotAG supports the fi ndings and recommendations presented in this report, and will examine as 
a priority the recommendations for implementation.

 GWC chose not to provide a response.
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Background
 In Western Australia (WA), private companies and government agencies employ more than 15 000 

people as crowd controllers, security offi cers, security installers, private investigators and security 
advisors. By comparison, Western Australia has around 3 400 sworn police offi cers1. These groups 
provide for the safety of people and the protection of infrastructure in our local communities, 
entertainment venues, businesses, public transport, the courts and prisons. 

 Various incidents within the security industry in WA over the last decade have highlighted the 
need to ensure appropriate regulation of security workers. Incidents have included alleged assaults 
by nightclub crowd controllers and drug dealing by a prison offi cer. There is also concern over the 
potential infi ltration of organised crime into the private security industry.

 The Government aims to ensure that public security is provided by competent persons of good 
character by controlling entry into the industry through licences, permits and employment selection 
processes. Entry requirements vary between groups, with all requiring background criminal record 
checks and, in most cases, completion of prescribed training courses with registered training 
organisations. Monitoring, compliance checks and investigation of complaints are used to ensure 
appropriate standards are maintained once employed in the industry.

 Three separate management frameworks are involved in the administration of the regulatory 
requirements:

  licensing of private security workers and agents (an agent is a person who supplies the services 
of licensed security personnel) allows individuals and those providing security services to be 
screened and their continued compliance monitored. WAP is the responsible agency

  licensing of workers employed by contracted or licensed service providers allows private 
prison and court security workers and casino workers to be screened and their behaviour 
monitored. (Western Australia’s private prison, Acacia Prison, is the responsibility of DCS but 
managed by a contracted service provider.) Responsible agencies are the DCS, DotAG and 
GWC

  direct employment by public sector agencies allows railway and public prison security offi cers 
to be screened, recruited and supervised. Responsible agencies are PTA and DCS.

 Each group is governed by specifi c legislation.

1 Western Australia Police, 2007 Annual Report.

Regulation of Security Workers ... continued
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Industry 
segment and 
number of 

participants*
Key functions Governing 

legislation
Regulatory mechanism and 

responsible agencies

Private security 
workers and 
agents

11 092

Crowd control, 
property 
protection, 
investigation, 
surveillance, 
security 
installation and 
maintenance, 
provision of 
security services 
by licensed 
personnel

Security and 
Related Activities 
(Control) Act 
1996

Workers and agents require licences 
issued by a Licensing Offi cer appointed 
by the Commissioner of Police

An agent is a person who supplies the 
services of licensed security personnel

The Commercial Agents Unit (CAU) of 
the WAP is responsible for licensing and 
oversight

Casino 
employees

1 757

(137 working in 
security roles)

Fulfi l all 
gaming, security, 
surveillance and 
administrative 
functions at 
the Burswood 
Casino

Casino Control 
Act 1984

Casino Control 
(Burswood 
Island) 
(Licensing of 
Employees) 
Regulations 1985

Gaming and security workers must 
be licensed by the GWC on the 
recommendation of the Chief Casino 
Offi cer, who is appointed by the 
Commission

DRGL processes applications and 
monitors casino operations for GWC, 
including compliance by licence holders

Court security 
offi cers

362

Provide for 
security at court 
premises

Court Security 
and Custodial 
Services Act 
1999

Contract workers require permits issued 
by the Chief Executive Offi cer of DotAG

The Contract Services Directorate 
(CSD) of DCS manages the contract and 
administers licensing for DotAG. DotAG 
is responsible for oversight of workers

Prison offi cers

1 686

Maintain security 
of prisons both 
private (200 
offi cers) and 
public (1 690 
offi cers)

Prisons Act 1981

Public Sector 
Management Act 
1994

Inspector of 
Custodial 
Services Act 
2003

Contract workers in the private prison 
require permits issued by the Chief 
Executive Offi cer of DCS. DCS CSD 
administers the process and provides 
oversight

Prison offi cers in public prisons are 
employed by DCS. The Adult Custodial 
Services Division (ACSD) is responsible 
for recruitment and oversight 

The Offi ce of the Inspector of Custodial 
Services provides external scrutiny of 
the standards and operational practices in 
prisons

Railway security 
offi cers

220

Provide for 
security on 
metropolitan 
railways

Public Transport 
Authority Act 
2003

Government 
Railways Act 
1904

Public Sector 
Management Act 
1994

Railway security offi cers (transit offi cers) 
and their managers and supervisors are 
appointed and managed by PTA

The services of licensed private security 
offi cers are provided under contract in 
three areas: bus interchanges, cash in 
transit and building security

 * at August 2007

 Table 1: Number of participants, key functions, governing legislation and regulatory 
mechanisms for controlling and monitoring security industry personnel

 Private security workers and agents form the largest group, 73 per cent of the total.
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What Did We Do?
 We examined the regulation and oversight of private security workers and agents, prison 

offi cers, court security offi cers, casino employees and railway security offi cers. Specifi cally we 
examined:

 Assessing suitability

  whether agencies ensure that only suitable people are permitted to work in security. 

 Monitoring compliance

  whether security workers are monitored for compliance with regulatory requirements including 
whether complaints and potential non-compliance are dealt with appropriately.

 Agency accountability

  whether agencies ensure decision makers are properly authorised and accountable and that 
licensing decisions are consistent and appropriate. 

 The examination involved reviewing documents, testing records and interviewing key personnel 
in each of fi ve agencies. We also held discussions with management of Acacia Prison and the 
contracted provider of court security services.

 The agencies we examined were:

  Western Australian Police (WAP)

  Gaming and Wagering Commission of Western Australia (GWC)

  Department of the Attorney General (DotAG)

  Department of Corrective Services (DCS)

  Public Transport Authority (PTA)

What Did We Find?
 Assessing suitability

 The community expects high standards of integrity and competence in the people responsible for 
ensuring public safety and security. This is refl ected in legislation and licensing guidelines. 

 We found no indication that agencies have allowed people to enter the security industry who had 
not met required character and competency standards.

 All agencies except WAP were obtaining the information required by legislation and internal 
policies to assess the suitability of applicants.

 Agencies request a range of information to screen applicants as illustrated in Table 2. Differences 
in information requested refl ect differences in the industry segments managed and the regulatory 
frameworks that apply.

 We were generally satisfi ed that the information requested was suffi cient to appropriately assess 
the integrity and competence of applicants and met the different legislative requirements. 

Regulation of Security Workers ... continued
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Type of information

Information requested by agency to assess applications
 independently obtained/assessed by agency

WAP 
(individuals) GWC DotAG

DCS 
(private 
prison)

DCS 
(public 
prisons)

PTA

Criminal history

Industry training

Employment history

Employment references

Character references

Previous history in the 
industry

Police intelligence

Overseas police 
clearance where 
applicable

Personal assessment 
through interview

Psychological testing

Financial standing

 Table 2: Information used to assess applications for the entry of individuals into the 
security industry

 Criminal histories, employment and training records are key checks for each of the agencies.

 WAP was not obtaining all the information required under the Security and Related Activities 
(Control) Act 1996 to assess applicants for crowd control, security and inquiry agent licences. 
Under the Act WAP is required to obtain evidence that applicants have appropriate resources, 
structures and systems to employ security workers and provide security services to others. This 
information is important in providing an indication of potential vulnerability to infl uence from 
organised crime. Specifi cally we found that:

  no information was sought to allow licensing offi cers to assess whether agents would have 
adequate supervision, management and control of their businesses

  evidence of whether agents’ fi nancial resources were suffi cient to meet their fi nancial 
obligations was limited to statements of personal and business assets and liabilities. There 
was no requirement for independent supporting documentation or income and expenditure 
forecasts for the licence period 

  it was not clear that the assessors had adequate training and suffi cient guidance to assess 
business information provided.
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 Agencies generally used the information to properly assess suitability of individual applicants 
though some opportunities for improvement were noted.

 We found all agencies ensured that applicants were screened before being offered employment or 
issued with licences and permits.

 Screening processes in all agencies were adequate to ensure that applicants were suitable to work 
in the security industry. PTA, DotAG and GWC displayed good practice in this area. Nevertheless 
we noted opportunities for some agencies to obtain added assurance. Specifi cally:

  DCS did not contact business and personal referees submitted by applicants for permits to 
work in the Acacia private prison or ensure that the contracted prison operator was conducting 
this check. This is an important source of information that was not followed up

  a person who has been denied or left employment in one industry group may apply for a 
position in another one. Agencies can add assurance to their own screening by asking applicants 
to declare any negative experience in the relevant industry including rejected applications, 
disciplinary actions, suspensions and dismissals. GWC and WAP obtained this information 
however PTA, DotAG and DCS did not. We found evidence of an instance where such a 
declaration would have provided additional relevant information to the employing agency.

 Particular occasion permits issued by WAP allow licensed security offi cers to carry fi rearms 
for specifi c events. When fi rearms are involved, it is particularly important that licence holders 
comply with all applicable conditions. We found that two of four standards were not rigorously 
applied when particular occasion permits were issued:

  current fi rearm requalifi cation certifi cates were not on the fi les of 50 per cent of applicants in 
our sample

  evidence of checks done into whether licensees had received criminal charges or convictions 
since their last application was missing for 67 per cent of sampled applications. However, 
checks we did of these applicants showed that there had been no change to the licensees’ 
records.

 Monitoring compliance

 Once security workers have entered the industry, agencies are required to ensure that they remain 
‘fi t and proper’ to continue working in security roles. The public expects a high standard of 
behaviour and legislative and agency standards require it.

 We found no evidence that agencies have allowed people to continue working in the industry 
when they had failed to comply with relevant employment and licence conditions. Nevertheless, 
improvements to agency practices can be made.  

 All agencies monitor compliance and investigate allegations of non-compliance but WAP can 
improve its practices.

Regulation of Security Workers ... continued
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 Most security workers are subject to high levels of scrutiny in the workplace. The behaviour of 
public and private prison offi cers, court security workers, casino employees and railway security 
offi cers is monitored to ensure they follow relevant codes of conduct, operational procedures and 
the law.

 Based on our review of a sample of investigations, we were satisfi ed that all agencies except WAP 
were appropriately following up alleged non-compliance, reported incidents and complaints. 
Agencies conduct investigations and impose disciplinary action and sanctions where required. 
Breaches of the law and serious misbehaviour result in dismissal or the revocation of licences and 
permits. Table 3 shows the number of people denied permission to keep working in the security 
industry in 2006-07.

Group
Number of people denied 

permission to keep 
working (2006-07)

Proportion of total 
participants*

Private security workers and agents 62 licences revoked 0.5 per cent

Casino employees 15 licences terminated 0.9 per cent

Court security offi cers 1 permit revoked 0.3 per cent

Private prison offi cers 0 permits revoked 0

Public prison offi cers 1 person dismissed 0.6 per cent

Railway security offi cers 2 persons dismissed 0.9 per cent

Total 81 persons 0.5 per cent

 * Number of participants at August 2007

 Table 3: Number of people denied permission to keep working in each group, 2006-07
 In each group the proportion of people denied permission to keep working was less than one per cent.

 Behaviour in the private security industry is subject to less direct scrutiny. WAP had no program 
of proactive compliance monitoring of private security workers. Nor did WAP monitor the 
management, control and supervision of businesses by security agents. Rather, the behaviour of 
security workers and agents is scrutinised as part of normal policing, during targeted criminal 
investigations and in response to incident reports and complaints.

 WAP did not always take appropriate follow-up action in response to potential non-compliance 
by private security workers. WAP requires all police offi cers to notify their CAU if they come 
into contact with anyone holding a security licence. This is in addition to following required 
procedures such as conducting investigations and laying charges. We found the CAU did not 
take appropriate action to follow-up notifi cations on 27 per cent of occasions examined. Such 
notifi cation is an additional tool for detecting non-compliance with licence conditions. WAP has 
recognised this issue and have advised that it is appointing new offi cers to address licensing risks 
and compliance issues.
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 Not all agencies sought information about charges and convictions incurred by security 
workers while employed in the industry.

 To ensure continued compliance with legislation and relevant standards, agencies should establish 
if employees and licensees have been charged or convicted of any offences committed since initial 
screening. 

 All groups except private security workers are required to report when they have been charged 
or convicted of an offence. All agencies except PTA conduct independent criminal record checks 
when specifi ed events occur. 

 Of the agencies that do conduct criminal record checks, two agencies did not carry out checks as 
required:

  DCS requires criminal record checks to be carried out on public prison offi cers when they 
move within or between Divisions. We found that checks were not carried out on 61 per cent 
of sampled offi cers who had been promoted, transferred or moved into an acting position.

  WAP requires licensing offi cers to conduct criminal record checks when licences are renewed 
or amended.  However, our testing found a lack of evidence of these checks in 55 per cent of 
sampled renewal applications and 53 per cent of sampled applications for licence amendment.  
Subsequently, we checked to see whether these applicants had a criminal record and found that 
none had been charged.

 There was limited testing for illegal drug use.

 It is important that people responsible for the safety and security of others are monitored for illegal 
drug use. Only PTA had a proactive testing program to detect illegal drug use by security workers. 
PTA aims to test one third of all staff who work on the railways, including security staff, every two 
months. During 2007, PTA conducted 673 random tests and identifi ed two offi cers using illegal 
drugs.

 WAP may test private security workers for illegal drug use if they are involved in an incident or a 
complaint is made against them. In 2006-07 fi ve licences were revoked because the licence holder 
failed to submit a sample to WAP for drug testing and eight because the sample did not comply.

 DCS advised that there is provision for private prison offi cers to be tested for drug use but currently 
there is no provision for public prison offi cers to be tested. DCS also advised that it is currently 
taking action for this provision to be available in the public prison system.

Regulation of Security Workers ... continued
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 Agency accountability

 Licensing and employment decisions have a major impact on security workers’ capacity to work 
in their chosen fi eld and agencies must make certain that decisions are made by duly authorised 
personnel adhering to set procedures and applying appropriate standards. This is even more 
important when applicants are unable to appeal against licensing decisions, as is the case for the 
initial issuing of permits for private prison offi cers and court security workers where legislation 
specifi cally removes the right of applicants to appeal on natural justice grounds.

 Decision makers in all agencies were appropriately authorised.  All agencies except WAP had 
adequate internal controls to ensure decisions are consistent and appropriate. WAP did not:

  have a procedure manual for application processing or guidelines for application processing 
and decisions

  separate licensing decisions from application and licence processing

  systematically supervise application processing or review decision making

  systematically audit or monitor the quality of individual licensing decisions.

 WAP licensing decisions for all applications examined were supported by the totality of the 
evidence on fi le, however we found defi ciencies in documentation of processing and decisions. 
Such defi ciencies reduce accountability and transparency and could lead to diffi culties if the WAP 
considers initiating disciplinary action or revoking the licence. 

 We note that the WAP Commercial Agents Unit has become part of the newly formed Licensing 
and Enforcement Division. WAP has advised that it has appointed a new management team to 
manage and restructure regulatory areas and that it will address the issues raised in this report.
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Appendix – Summary of Agency Responses
 Western Australia Police

 WAP acknowledges all of the fi ndings made by the Offi ce of the Auditor General and has initiated 
full implementation of the recommendations.

 In September 2007, a Licensing Enforcement Division was established to consolidate the 
Commercial Agents Unit (CAU), the Firearms Investigations Unit (FIU) and other police regulatory 
units to provide consistent management and rigor to the WAP regulated industry enforcement and 
compliance obligations and to address potential emerging risks in those areas. An initial review 
by the leadership and executive governance group identifi ed a range of staffi ng, management 
and corruption prevention issues relating to the CAU and FIU which are also consistent with 
the recommendations made by the Offi ce of the Auditor General. Both sets of fi ndings highlight 
an urgent need to develop and restructure all licensing functions within the CAU and FIU into a 
single shop-front under a suitably skilled staff and management structure. Establishment of the 
shop-front service has commenced.

 It is the intention of WAP that this restructure will ensure the principles, policies, procedures and 
practices of the CAU and FIU meet the necessary standards imposed by legislative and policy 
obligations. It will also allow police offi cers to focus on the inquiry and enforcement roles, 
respond to instances of non-compliance with the regulated industry legislation and organised 
crime activities and implement education and prevention strategies in support of Frontline Police. 
It is also important to note that the establishment of the Licensing Enforcement Division provides 
specialist support to the CAU which has not previously been available and this will strengthen 
the Unit’s capacity to fulfi l its roles and responsibilities. Additional measures have been taken to 
expedite the WAP response to these issues and ensure it remains a high priority.

 Department of Corrective Services

 DCS is generally supportive of the fi ndings of the review and notes that the review assessed two 
prevailing systems within the Department; fi rstly a permit system for prison offi cers employed by 
the private prison (Acacia Prison) and secondly, a recruitment and employment system for public 
prison offi cers. 

 The Department has developed a comprehensive corruption prevention strategy that contains 
a detailed and programmed approach to implementing a range of controls over the three year 
period between 2007-10. The program, published in full on our internet site, includes both general 
and industry specifi c strategies and is being progressed by our dedicated Corruption Prevention 
Coordinator. Strategies include the implementation of corruption prevention plans at various levels, 
drugs in corrections, confl icts of interests as well as various educational and training initiatives. 
In all, the three year strategy contains 17 corporate initiatives of varying sizes and natures that are 
designed to reduce the opportunities for corruption within the Department.

Regulation of Security Workers ... continued
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 The Department views the recommendation that it should ensure referees are contacted to confi rm 
the information provided by applicants as broad, particularly in view of the fi ndings contained in 
the report. This recommendation refers only to the recruitment process undertaken by the private 
prison provider and is not specifi cally related to the permit process. The Department does not 
support this recommendation for either the public or private prison environment. For the private 
prison, the Contract Management Framework and the associated Work Instructions related to 
employment approval, high security work permits and restricted permits provides an appropriate 
mechanism to ensure robust recruitment processes are conducted within the legislative and 
contractual requirements. For public prisons, prison offi cer is an entry level position and applicants 
are subject to rigorous criminal record screening, psychological, medical and integrity assessments 
as well as being interviewed to determine their suitability for the job. Successful applicants then 
undertake 11 weeks training before taking up their position at a prison.

 The Department supports the recommendation in relation to appropriate criminal history checks.

 Other agencies

 The Public Transport Authority supports the fi ndings and recommendations presented in the report 
and views the recommendations listed as an opportunity for objective improvement to its business 
processes.

 The Department of the Attorney General welcomed the opportunity to participate in this 
examination, as it provided an important opportunity for external review of DotAG’s key processes 
and controls for the management of court security workers.  The DotAG supports the fi ndings and 
recommendations presented in this report, and will examine as a priority the recommendations for 
implementation.

 The Gaming and Wagering Commission chose not to provide a response.
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Information Security: Disposal of Government 
Hard Drives

Overview
 Every day, Western Australian public sector agencies process large amounts of information. This 

includes information relating to government, private businesses and the general public. A large 
portion of the information processed by public sector agencies is created and stored on computer 
hard drives. 

 Computers are upgraded regularly in government agencies, requiring data to be transferred from 
old to new computers. The old computers – including the hard drives – are then disposed of in 
a number of ways including sale at public auction, donation to schools and charities or physical 
destruction. Prior to disposal, it is important that any sensitive information be securely removed 
from the hard drives. Formatting hard drives or simply deleting fi les does not prevent data from 
being recovered. In fact, it is a relatively simple process to recover data from hard drives if the 
data has not been securely removed. 

 The Information Security Standard AS/NZS ISO/IEC 17799:2006 recommends implementing 
sound procedures to ensure that sensitive and confi dential data is securely removed from computer 
hardware prior to disposal.

 Agencies that do not appropriately remove data from computer equipment may be breaching the 
State Records Act 2000. Agencies may also be in breach of new legislation currently before the 
Parliament. If enacted, the Information Privacy Bill 2007 will require agencies to take reasonable 
steps to remove personal information from computer equipment.

 The objectives of the examination were to establish if:

  agencies have policies and procedures for removal of data stored on hard drives prior to 
disposal 

  government hard drives containing sensitive data had been sold.
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 Key Findings
  Four out of 10 ex-government computers we purchased at auction contained recoverable 

data. From these computers we were able to recover confi dential and sensitive data, including 
information about public sector employees, detailed technical information about agencies IT 
systems and documentation of their internal software development projects.

  None of the seven sampled agencies had comprehensive policies or procedures for secure 
removal of data from computer equipment prior to disposal. While all agencies did have a 
process in place, it was either inadequate or was not applied consistently.

  Government guidance on appropriate methods of removing data from computers prior to 
disposal is limited. This has contributed to some agencies using methods that do not provide 
adequate security while others, arguably, exceed reasonable requirements. 

 What Is Being Done?
 The State Records Offi ce in consultation with the Offi ce of e-Government is drafting guidelines to 

assist government agencies with implementation of best practices when disposing of hard drives 
and other electronic media. 

 What Else Should Be Done? 
 Agencies should ensure that they have appropriate policies and procedures in place for secure 

removal of data from computer equipment prior to disposal and that the policy and procedures are 
communicated to all relevant stakeholders.

 Agencies should select a data removal method that meets their security requirements and ensure 
that staff and contractors apply the method consistently.

 Irrespective of whether data removal is done by an agency or a contractor, the agency should have 
an assurance process in place to ensure that no sensitive data is disclosed through inappropriately 
disposed computer equipment.

 Response by Agencies
 All of the seven interviewed agencies agreed with our recommendations. One of the interviewed 

agencies did not agree with the fi nding that they had not implemented appropriate media 
sanitisation policies to ensure secure removal of sensitive data from computer equipment prior to 
disposal. However having considered their detailed response our fi nding remains unchanged.
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Background
 Hard drives are used extensively to store digital information. Initially hard drives were developed to 

be used with computers. Their size and the speed of information transfer have grown signifi cantly 
since computer hard drives were fi rst introduced while costs have decreased. Now they are used 
in personal digital assistants, mobile phones, portable media players, network storage systems and 
the list goes on. 

 Hard drives are non-volatile storage, meaning that they can hold data for extended periods of 
time without being connected to a power source. Therefore it is important to remove all traces of 
sensitive information from hard drives prior to disposal. If not securely removed, data could be 
recovered using simple software tools years after disposal of the drives. The following methods 
can be used to remove data from computer hard drives:

 Low Security
  Standard delete function

  This function is available in every operating system. However, it does not actually destroy 
fi les. It only removes a link to the fi le in the fi le system making space occupied by the deleted 
fi le free for re-use by the operating system. Until deleted fi les are overwritten with new data 
they can be easily recovered using simple software tools.

  Formatting 

  Formatting creates a new fi le system on the hard drive. The new fi le system does not contain 
pointers to the fi les previously stored on the disk. However, these fi les still remain on the hard 
drive until overwritten with new data. As with the standard delete function, data can be easily 
recovered from re-formatted hard drives.

 Medium Security
  Overwriting 

  This is a process of clearing hard drive contents using a software application to overwrite the 
hard drive contents with pre-defi ned patterns. The hard drive may be overwritten one or more 
times depending on the standard used. This can be a long process depending on the number of 
overwrites involved, however the more overwrites the less chance there is of any data being 
recovered. 

Information Security: Disposal of Government Hard Drives
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 High Security
  Physical destruction

  Physical destruction of hard drives is obviously the most effective method of ensuring data 
is not recoverable. However, it may not be practical as most of the WA government agencies 
lease, re-sell or donate their computer equipment.

  Degaussing  

  Degaussing is a process of erasing data from magnetic storage devices using a high intensity 
magnetic fi eld. As with physical destruction, degaussed hard drives can not be re-used. 

  Secure erase 

  Secure erase is an in-built hard drive function that, when activated, purges hard drive contents. 
It is faster and more secure than overwriting data with software applications. Secure erase 
provides a similar level of protection as degaussing while allowing future re-use of the hard 
drive. Most current hard drives have this function. However some modern computers block 
secure erase as this function can be potentially disastrous for users if invoked accidentally 
or through malicious intent. Consequently it is hard to implement secure erase as a uniform 
method of data removal from hard drives. 

What Did We Do?
 The objectives of the examination were to establish if:

  agencies have policies and procedures for removal of data stored on hard drives prior to 
disposal 

  government hard drives containing sensitive data had been sold.

 We purchased a sample of 19 second-hand computers from public auctions and computer stores. 
The total cost of the computers was $2 500, with prices ranging between $2 and $180. The 19 
computers were selected because they bore some evidence to suggest that they might be ex-
government. However, interrogation of the computers after purchase revealed that only 10 were 
government computers.
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 The examination of the computers was done using forensic software purchased at a cost of $680, 
though it could be done using less expensive commercial software or even free software available 
on the internet. We were able to recover sensitive information from four out of 10 computers 
relating to three government agencies. The data from the other six ex-government computers 
could not be recovered. We established that all six computers were from the same agency.

 Following from the examination of second-hand computers, we selected a sample of seven 
government agencies to assess whether adequate computer disposal policies, procedures and 
methods were being used. The sample included the agencies identifi ed during examination of 
second-hand computer hard drives.

What Did We Find?

 Examination of Computer Hard Drives
 Three of the four ex-government computer hard drives from which we were able to retrieve data 

had their hard drives formatted prior to disposal. The fourth computer still had an operating system 
and licensed software installed indicating that there had been no attempt to remove any data or 
software prior to disposal.

 Table 1 summarises the results of our forensic hard drive examination.

Computer Hard Drive Examination Summary

Ex-government 
computers

With readable 
data

With formatted 
hard drives

No attempt to 
remove data

10 out of 19 4 out of 10 3 out of 4 1 out of 4

 Table 1: Results of forensic hard drive examination of ex-government computers

 One of the four computers examined contained confi dential and sensitive information. This 
information is summarised below: 

  Confi dential and personal information about named public sector employees:

  tax fi le numbers

  salary information

  superannuation information

  home addresses

  dates of birth

Information Security: Disposal of Government Hard Drives
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  Technical information about the agency’s IT (information technology) systems:

  database documentation

  scripts for extracting, modifying and deleting database data

  fi les containing system transactions 

  application user guides

  screenshots of the systems

  application user listings, with their privileges 

  Documentation of internal software development projects:

  business cases

  business requirements

  functional requirements

  implementation schedules

  application testing

 All four computers contained personal information of the previous users such as photos, personal 
emails and letters, resumes, performance reviews, and contact details. Using this information, we 
were able to link all four computers to named people who had been using these computers prior to 
disposal. This kind of information could potentially be used to design social engineering attacks 
targeting the agencies or to assist in identity theft and other fraudulent activities.

 Examination of Policies and Procedures
 None of the seven sampled agencies had comprehensive policies and procedures for secure 

removal of data from computer equipment prior to disposal. While all agencies did have a process 
in place, the process was either not suffi ciently rigorous or they were not applying the process 
consistently.

 Three of the seven agencies did not have any policy requiring removal of sensitive data prior to 
equipment disposal. Of the other four agencies, one agency had an appropriate policy, but staff 
were unaware of it, and were applying different practices. The policies at two of the agencies did 
not specify the level of destruction required. Their policies simply stated that data and software 
must be deleted from computer equipment prior to disposal. Such a statement is insuffi cient, 
because any deletion method can be used to comply and not every deletion method prevents data 
from being recovered from disposed hard drives. The remaining agency had a policy, however, it 
specifi ed formatting of the hard drives. Formatting does not prevent data from being recovered.
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 Table 2 summarises the existence of policies and procedures for secure removal of data from 
computer equipment prior to disposal at the sampled agencies.

Policy Implementation Summary Table

With policy With appropriate policy With appropriate and 
implemented policy

4 out of 7 1 out of 7 0 out of 7

 Table 2: Status of policies and procedures at sampled agencies

 All seven agencies had taken steps to remove information from surplus computer equipment. 
However, the fact that we were able to recover data from hard drives disposed of by a number of 
the agencies is evidence they were either not applying suffi ciently rigorous cleansing processes 
or that the processes were being applied inconsistently. For example, two of the agencies were 
using formatting to remove data from hard drives. This method, even if consistently applied, 
does not remove data from computer hard drives and is inappropriate for deletion of sensitive 
information.

 Four of the seven agencies were leasing computers from third-party service providers. Two of these 
agencies were relying on the third-party to remove data from disposed computer equipment. 

 Three out of the seven agencies owned their computer equipment and were using authorised 
government contractors to dispose of their computer equipment. Government contractors are 
required to provide an add-value service of data removal from the storage devices. However, it is 
up to the agencies to ensure contractor’s compliance. 

 None of the agencies were conducting comprehensive reviews to ensure that the data was securely 
removed. Only one agency was in the process of setting up an assurance process.
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 Policies, Standards, Practices
 Government guidance on appropriate methods of removing data from computers prior to disposal 

is limited. This has contributed to some agencies using methods that do not provide adequate 
security while others, arguably, exceed reasonable requirements. It is important for the agencies 
to select methods that provide suffi ciently secure removal of data at an appropriate cost.

 Although our examination was focused on computer hard drives it is important that agencies 
appropriately remove data prior to disposal of all other electronic storage media.

 A comprehensive policy for removal of data from computer equipment and electronic storage 
media prior to disposal, along with a defi ned and implemented process will reduce the risk of 
sensitive information leakage through inappropriately disposed computer equipment. Agencies 
should ensure that all contractors involved in disposing of computer equipment and electronic 
storage media have established appropriate data removal procedures that meet the agency’s 
requirements. A confi rmation of the completed data removal process should be obtained from the 
contractors where appropriate. Irrespective of whether an agency or a contractor performs the data 
removal, agencies should have an assurance process in place to obtain confi dence that disposed 
storage media is appropriately sanitised.

 The State Records Offi ce in consultation with the Offi ce of e-Government is drafting guidelines to 
assist government agencies with implementation of best practices when disposing of hard drives 
and other electronic media. 
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Third Public Sector Performance Report 2007 27 June 2007
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Second Public Sector Performance Report 2007 4 April 2007
– Major Information and Communications Technology Projects – Performance Examination
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– Prompt Payment by Government
– Management of Consumer Protection Investigations

Having your Say: Public Participation in Government Decision-Making 28 February 2007
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2006

Room to Move: Improving the Cost Effi ciency of Government Offi ce Space 22 November 2006

Audit Results Report by Ministerial Portfolios at 16 October 2006 25 October 2006

Management of Ramsar Wetlands in Western Australia 13 September 2006

Second Public Sector Performance Report 30 August 2006
– Western Power Senior Executive Payouts
– Informing the Public: Providing Information on the Timeliness of Services
– Setting Fees – Extent of Cost Recovery – Follow-up

Procurement Reform: Beyond Compliance to Customer-Focus 28 June 2006

Help Wanted: Public Service Workforce Management 21 June 2006

Early Diagnosis: Management of the Health Reform Program 14 June 2006

Behind the Evidence: Forensic Services 31 May 2006
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The above reports can be accessed on the Offi ce of the Auditor General’s 
website at www.audit.wa.gov.au/

On request these reports may be made available in an alternative format 
for those with visual impairment.




