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Auditor General’s Overview

 Government is being called upon to deliver better, faster, cheaper and more convenient 
services to the community. Around the world, governments are looking to information and 
communications technology (ICT) to assist them meet rising community standards and 
expectations without escalating costs. Western Australian State government agencies too, 
need to be alert to developments in information technologies, so that they can seize upon 
the opportunities they present to improve services and reduce costs.

 However, serious diffi culties can eventuate if the take-up of new information technologies 
is not planned well and implemented effectively. While I encourage government to take up 
appropriate new information technologies, diligence in their planning and implementation 
is also required. For these reasons, agency use of information and communications 
technologies will continue to be a priority for examination by this Offi ce.

 This Report contains the results of two reviews into different aspects of the use of 
information technologies by government agencies. Both are forward looking, emphasising 
the benefi ts to be gained as well as the risk areas to be managed.

 The fi rst of the reviews identifi es that the Western Australian public sector is planning to 
undertake over 150 major ICT-enabled projects over the next 10 years at a cost of over 
$1.5 billion. However, the Report shows that agencies need to improve their performance 
in major ICT project delivery, to ensure that these projects deliver on their intentions, and 
on time and on budget. 

 The second of the reviews assesses the security of wireless local area networks in 
Government. Computer interconnectivity using wireless is now readily available. It gives 
greater fl exibility and responsiveness. It is also cheap and easy to install. However, it 
can create serious risks unless well managed, including to the confi dentiality of data and 
service denial. This report shows that agencies are not yet managing these risks well.  

 My Offi ce welcomes the opportunity of working with agencies to monitor the continued 
implementation and operation of these initiatives to meet the challenges ahead.
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Executive Summary
 The community today expects government to deliver better, faster, cheaper and more 

convenient services in a wider variety of ways. Information and Communications Technology 
(ICT) assists government agencies to meet these challenges. These technologies have 
become essential for delivering many services to community standards at an acceptable 
cost.

 Governments in many countries have harnessed the power of information and 
communications technologies to deliver faster and better services to the community. 
Familiar examples include: benefi t payments made directly into bank accounts, online 
registration of vehicles and drivers, and online application for services such as passports.

 However, major ICT projects are diffi cult to deliver. International research fi nds that 
many projects are not delivered on time and on budget and fail to achieve their intended 
benefi ts.

 In this examination, our objective was to identify:

  the Western Australian public sector’s performance in delivering major ICT projects 
– are international experiences being repeated here?

  how this performance could be improved, so that agencies take greater advantage of the 
opportunities offered by technology for improving services to the citizen.

 To conduct the examination we:

  reviewed the literature on international experiences with ICT projects

  researched the size and nature of the major ICT projects underway in the Western 
Australian public sector

  reviewed previous audit work on ICT projects, and examined fi ve current ICT projects 
across a range of agencies and stages of project development.

Major Information and Communication 
Technology (ICT) Projects – Performance 
Examination



AUDITOR GENERAL FOR WESTERN AUSTRALIA

SECOND PUBLIC SECTOR PERFORMANCE REPORT 20076

 Key Findings
  Over the next 10 years, Western Australian government agencies will be undertaking 

more than 150 major ICT projects (that is, projects costing more than $1 million), at a 
cost of at least $1.5 billion. 

  We recognise that public sector agencies have successfully delivered some major ICT 
projects. However, our previous audit reports and our examination of fi ve projects 
currently underway identify that agencies have diffi culty successfully delivering ICT 
projects. In this respect, Western Australian agencies share international experiences 
that major ICT projects typically underestimate the time and resources required.

  Diffi culties we identifi ed include:

  the duration of some projects was two to three times longer than estimated 

  budgets were exceeded by over 100 per cent

  intended benefi ts were delayed or not fully realised.

  Our audit also identifi es that the same causes of diffi culty have persisted over time. 
They include passive rather than active executive governance, changes to scope 
and requirements, technical complexity, inadequate costing and over-optimistic 
scheduling.

  Some line agencies are taking positive steps to improve the delivery of their own major 
ICT projects, most notably, by introducing new project management methodologies 
and establishing executive governance arrangements.

  Both the Department of Treasury and Finance (DTF) and the Offi ce of e-Government 
(OeG) are also contributing to improvements in ICT projects. They are doing this 
through their review and approval process for major ICT projects. 

  There is a limited public sector wide approach to assisting agencies to learn from their 
own and other’s experiences. For example, there is limited:

  consolidated monitoring and reporting on the progress of major ICT projects in the 
public sector, and whether they are successfully delivered. Such reports are used in 
other jurisdictions to support continuous improvement, and increase transparency 
and accountability

  collective analysis of the diffi culties experienced by major ICT projects and how 
agencies could overcome these

  opportunity for continuous improvement which assists agencies to learn about each 
other’s experiences and use this information to improve their own performance.

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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 Recommendations
 Public sector agencies should:

  explicitly assess the extent to which the persistent diffi culties in delivering projects 
pose a risk to their own projects

  adopt strategies to address these risks and prevent project diffi culties including:

  building better business cases

  active executive governance

  focusing on business benefi ts.

  be more accountable for problems in project delivery, and report on project 
results, including total cost, timeliness, and benefi ts realised.

 The Departments of the Premier and Cabinet, and Treasury and Finance should put 
in place a strategy that assists agencies to learn from each other’s experiences that 
includes:

  identifying common diffi culties and effective remedies

  how to maximise the achievement of intended project benefi ts

  sharing this learning among all agencies.

 Response from the Department of Treasury and Finance
 The report is a reasonable and balanced review of the situation and the DTF therefore 

provides in-principle support for its fi ndings.

 The Strategic Asset Management Framework (SAMF) is due to be fully implemented by 
June 2007. The overall aim of the framework is to improve asset management and capital 
investment across the State public sector. It contains a recommended process for agencies 
to initiate capital investment projects. For ICT projects, the framework requires agencies 
to consult the Offi ce of e-Government and DTF. Once fully operational, the SAMF is 
expected to address many of the recommendations made in the report.
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 Response from the Department of the Premier and 
Cabinet

 ICT is a complex issue, but we believe that the Western Australian public sector has made 
signifi cant progress in the last three years. While stringent project management is important 
to avoid cost overruns and delays in delivery, ICT is delivering many tangible benefi ts 
across the public sector.

 Future improvements in government service delivery will be dependent on well managed 
collaborative cross-agency projects, the scale and complexity of which will present 
challenges for the public sector in planning and implementing. These matters have been 
recognised by the Offi ce of e-Government and a number of initiatives have now been put 
in place to provide a more strategic management foundation for the future, including the 
launch of the e-Government Strategy for the Western Australian Public Sector. 

 Since 2005, the Offi ce of e-Government has played a central role in reviewing capital 
funding bids from agencies to ensure that major ICT projects are aligned to Government’s 
strategic goals and to ensure that ICT projects address the governance and project 
management risks identifi ed in this report.

 In 2006, the Offi ce of e-Government reviewed funding submissions for projects valued 
in excess of $200 million. These reviews have generally led to agencies re-considering 
aspects of their approach to the ICT projects under consideration. From this perspective the 
review process is resulting in ICT initiatives being considered from a more strategic and 
collaborative perspective. The process is also ensuring that the types of risks identifi ed in 
this report are factored in and managed from the outset of the project. 

 Given the lifecycle of major projects, it is likely to take a number of years before the 
benefi ts of the above processes are realised.

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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Introduction
 Information and communications technology (ICT) projects are an important way of 

improving government services and increasing choice for the consumer. ICT has become 
essential for delivering many services to community standards and expectations at an 
acceptable cost. 

 However, these projects are challenging to implement within estimated timelines and 
budgets in both the public and private sectors. A few statistics serve to illustrate the 
diffi culties in delivering these projects:

  International research found that ICT projects (in both the public and private sectors) 
are routinely 56 per cent over budget and 84 per cent over time1.

  Research into United Kingdom government projects found that ICT projects that 
involved technical innovations and systems development ran even further over targets 
– by 200 per cent over budget and 54 per cent over time2.

  Another study found that only two per cent of organisations consistently achieve their 
intended benefi ts from their ICT projects3.

 The reasons for these diffi culties have been intensively researched, and usually fall into the 
following categories of risk:

  diffi culties applying or developing technology

  poor executive governance

  inadequate planning

  faulty project design and implementation

  uncontrolled external factors.

 Improving the delivery of ICT projects is a prerequisite to achieving the potential of 
technology to improve services and value for money for the taxpayer.

1 Standish Group 2004 in ‘Overdue and over budget, over and over again’ The Economist, June 9 2005.
2 A McCue 2002 in M Bronte-Stewart 2005 ‘Developing a risk estimation model from IT project failure research’ www.cis.paisley.ac.uk.
3 KPMG (2005) Global IT Project Management Survey.
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 Examination objective and approach
 In view of the history of ICT projects, our examination objective was to identify: 

  the Western Australian public sector’s performance in delivering major ICT projects 
– are international experiences being repeated here?

  how this performance could be improved, so that agencies take greater advantage of the 
opportunities offered by technology for improving services to the citizen.

 To conduct the examination we:

  reviewed the literature on international experience for ICT projects

  researched the size and nature of the major ICT projects underway in the Western 
Australian public sector

  reviewed previous audit work on ICT projects, and examined fi ve current ICT projects 
across a range of agencies and stages of development.

 In this report, for simplicity we use the term ‘ICT projects.’ This refers to agency business 
projects which have signifi cant ICT components. Financial fi gures in this report have not 
been discounted to net present value.

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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Public sector agencies continue to have the same 
diffi culties in delivering ICT projects
 Key Findings
  ICT projects will cost at least $1.5 billion over 10 years.

  Public sector agencies have diffi culties in delivering ICT projects. 

  The same reasons for project diffi culties recur.

  Projects experiencing diffi culties share common characteristics.

 Recommendations
 Public sector agencies should:

  explicitly assess the extent to which the persistent diffi culties in delivering projects 
pose a risk to their own projects

  adopt strategies to address these risks and prevent project diffi culties including:

   building better business cases

  active executive governance

  focusing on business benefi ts

  be more accountable for problems in project delivery, and report on project 
results, including total cost, timeliness, and benefi ts realised.

 ICT projects will cost at least $1.5 billion over 10 years
 Over the next 10 years, Western Australian public sector agencies are undertaking or have 

scheduled more than 150 major ICT projects, at a cost of at least $1.5 billion.

 This comprises 151 projects (and programs of projects) with budgets of $1 million or more 
in 31 agencies. Twenty of the projects have budgets over $16 million. These are shown in 
Figure 1. There are also a larger number of projects with budgets of less than $1 million. 
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Agency: Project and Programs $m

Health: ICT Reform 335

Police: Ongoing replacement programs 2008-09 to 2015-16 167

Attorney General: Infrastructure Upgrade Program 69

Police: Community Access and Integrated Justice Program 63

Police: Police Metropolitan Radio Network 59

Offi ce of Shared Services: Establishment 56

Synergy: System Enhancements 55

Education and Training: 100 Schools/Learning with ICT 48

Lotteries Commission: Business Transformation Project 45

Water Corporation: IT 35

Synergy: Product and Software Development 30

Public Transport Authority: SmartRider 29

Community Development: ASSIST D Program 28

Insurance Commission: Hardware 25

Treasury and Finance: Revenue Collection Information System 19

Police: Mobile Data Network 19

WA Land Information Authority: Data Quality Improvement Program 18

Attorney General: Integrated Court Management System 17

Treasury and Finance: Ongoing replacement program 17

Attorney General: Integrating Business Systems 16

 Figure 1: Twenty of the largest ICT projects and programs by estimated total cost 
to implement, as per the 2006-07 budget

 Estimated total costs were provided by the Department of Treasury and Finance’s information 
database of infrastructure funding, and the Department of Education and Training. 

Source: DTF, DET, OAG

 There are more projects underway in agencies than included in these estimates because 
only those capital works project proposals which have been submitted to DTF have been 
taken into account. 

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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 We note that project budgets and expenditure to date do not necessarily represent the 
total cost of the project to the taxpayer. For example, they do not necessarily include 
the salaries of some government staff; this depends on how the agency has structured its 
project budget.

 The same reasons for project diffi culties recur
 We recognise that public sector agencies have successfully delivered some major ICT 

projects. However, our previous audit reports and our examination of fi ve projects currently 
underway identify that agencies have diffi culty successfully delivering ICT projects. In 
this respect, Western Australian agencies share international experiences that major ICT 
projects typically underestimate the time and cost required.

 Diffi culties we identifi ed include:

  the duration of some projects were two to three times longer than estimated 

  budgets were exceeded by over 100 per cent

  intended benefi ts were delayed or not fully realised.

 The experiences of Western Australian agencies refl ect international experience, discussed 
earlier. 

 Our audit also identifi es that the same causes of diffi culty have persisted over time. 

 The key causes of extended times and additional costs included:

  inadequate costing and over-optimistic scheduling

  not adequately managing changes impacting on the project including:

  changes to project requirements, particularly widening the scope of the service 
to be implemented, extending the project to include new business areas within an 
agency and altering requirements to meet legislative changes

  changes to the procurement approach

  changes to departmental budgetary priorities.

 The projects in our review that experienced diffi culties had one or more of the following 
characteristics:
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 Technology

  The agency is introducing unproven technology, which requires a high degree of 
innovation.

  The agency is upgrading or replacing multiple, unconnected systems that are a legacy 
of the past.

 Executive governance

  Passive executive governance of major ICT projects, which allows the project budget, 
timeline and deliverables to drift, instead of actively addressing issues as they emerge.

  The new system is being introduced into an area already undergoing signifi cant change, 
such as restructuring, distracting attention from good governance.

 Planning

  The agency is addressing a highly complex problem.

  There is an urgent business need, leading to unrealistic timelines and insuffi cient 
planning.

  Many suppliers and stakeholders are involved in the project.

 Implementation

  Implementation involves a ‘big bang’ approach to rollout, rather than a staged or phased 
approach.

  Users are not consulted early enough and are inadequately trained.

 External factors

  Infl ation and skills shortages adversely affect budgets and timelines.

  Changes to associated projects hold up implementation.

  Changes to legislation and business needs reduce management commitment to the 
project.

 Figure 2: Common characteristics of projects experiencing diffi culties
 The review identifi ed a dozen common characteristics of projects experiencing diffi culties.

Source: OAG

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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 Proven strategies could address common diffi culties
 Agencies should assess whether their proposed projects exhibit these characteristics to 

identify and address the risks involved. The projects we reviewed could have avoided 
or mitigated the common pitfalls by adopting one or more of the following proven 
strategies:

 Building better business cases

  Developing business cases, and reviewing and re-establishing them as circumstances 
change – we found agencies that either did not have business cases, or did not re-
establish them when projects changed dramatically.

  Ensuring business cases are robust, including by:

  identifying and considering the full costs of the project, including internal costs, 
and, even better, using full life cycle costing – this was not common practice in the 
projects we reviewed

  using independent reviews to challenge business cases estimates and assumptions, 
for example, through internal audit, or external review – a recent survey of 25 Western 
Australian public and private sector organisations found that 22 organisations had 
exaggerated the benefi ts to gain project approval4. We found one instance where 
independent review had been undertaken, providing extra assurance about the 
soundness of the business case.

  In developing their business case, carefully weighing up the benefi ts of innovation 
against the risks of encountering technical diffi culties. We found cases where adopting 
proven technologies avoided delays.

 Active executive governance

  Project control and oversight by senior management is proactive to changes affecting 
the success of projects. Our review showed that establishing an executive governance 
regime is not in itself enough to guarantee project success.

 Focusing on business benefi ts

  Re-assess whether the project is achieving the benefi ts set out in the business case at 
regular intervals and when circumstances change.

  Understanding that the technology being introduced is a means to an end. That is, the 
technology should enable the agency to achieve business benefi ts. One important way of 

4 P Bennington and D Caccarini 2004 ‘Project Benefi ts Management in IT Projects – an Australian Perspective’ in Project Management 
Journal, Vol 35 Number 2, pp20-31.
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achieving these benefi ts is to ensure that the introduction of the ICT is accompanied by 
the necessary downstream changes to business processes, work re-design, appropriate 
training.

  Using a benefi ts realisation plan can also help agencies to maintain a focus on the 
benefi ts the business change is to deliver, not just the rollout of the ICT. A survey of 
25 Western Australian public and private sector organisations found that 80 per cent of 
senior management had doubts that ICT delivers real business benefi ts and 68 per cent 
had not developed a methodology for assessing whether intended benefi ts had been 
achieved5. 

 Specifi c risk management strategies need to be applied at different project stages (Figure 3) 
and could include independent review and evaluation of benefi ts.

 Figure 3: Key stages of the project process
 Different strategies are available for managing the risks for each stage of the project process.
 This fi gure is a simplifi ed representation of the range of different project processes used by 

agencies to manage major ICT projects. 

Source: OAG

5 P Bennington and D Caccarini 2004 ‘Project Benefi ts Management in IT Projects – an Australian Perspective’ in Project Management 
Journal, Vol 35 Number 2, pp20-31.

Pre-project stage

Planning stage 
(includes tendering and 

contracting)

Development and 
testing stage

Implementation stage

Completion stage

In service

includes independent 
reviews and approvals for 
business cases

includes development of a 
benefi ts realisation plan

includes consultation with 
users

includes staged roll out and 
training of users

includes post project review 
and sharing of lessons 
learned

includes evaluation of 
benefi ts

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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Agencies are taking positive steps but more is 
needed
 Key Findings
  Agencies are taking positive steps to improve project performance.

  However, learning from collective experiences also needs to occur.

 Recommendation
 The Departments of the Premier and Cabinet, and Treasury and Finance should put 

in place a strategy that assists agencies to learn from each other’s experiences that 
includes:

  identifying common diffi culties and effective remedies

  how to maximise the achievement of intended project benefi ts

  sharing this learning among all agencies.

 Agencies are taking positive steps
 Our review found that agencies are taking steps to improve the operational management of 

ICT projects. However, there is still scope for improving the extent to which the projects 
deliver the agency’s strategic objectives.

 At the line agency level, recently introduced strategies to improve project performance 
include:

  new methodologies for managing ICT based projects such as PRINCE2™

  establishing project management offi ces

  establishing executive governance arrangements, such as gateway reviews for 
progressing projects through major stages

  professional development of ICT project managers

  gateway reviews, such as those used by the WA Police’s Metropolitan Radio 
Network project.
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 Central agencies are also taking steps towards improving project performance, including:

  the DTF revised its requirements for business cases for capital investments in August 
2005. As part of the approval process for major ICT projects that require capital 
funding, DTF examines proposals for major ICT projects, principally in the form of a 
business case (DTF), as shown in Figure 4

  the Offi ce of e-Government in the Department of the Premier and Cabinet reviews 
agency proposals about how they will manage large and complex ICT projects. This 
occurs before the proposals (together with the results of the Offi ce of e-Government 
review) are forwarded to DTF, as shown in Figure 4. The Offi ce of e-Government 
reviews commenced with the 2004-05 budget process

  the Offi ce of e-Government also encourages agencies to think beyond improving 
individual project performance to how projects can collectively deliver seamless 
services and more choice for the consumer. 

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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 Figure 4: Outline of the review and approval process for major ICT projects 
requiring capital works funding

 The review and approval process for major ICT projects includes a business case and a 
completed proforma on project alignment with e-Government policy.

Source: DTF, OeG

Agency forward program of projects 
approved by their Minister

Project concept document approved by 
Agency’s Minister and submitted to DTF 
for review and registration
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Project Defi nition document (for projects 
above $5m)

•
•
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into account the OeG review

Agency submits approved project with its 
budget bid to DTF, then ERC

If funding is approved by ERC, project 
proceeds (with signifi cant variations going 
back to Minister and ERC for approval)

Agency submits proforma to 
Offi ce of e-Government for 
review and advice
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 Learning from collective experiences also needs to occur
 We have recognised above that individual agencies are taking initiatives to improve their 

delivery of major ICT projects. However, major ICT projects are infrequent for many 
agencies, making learning from experience within one agency diffi cult. 

 Learning across agencies is even more challenging. There is a limited public sector wide 
approach to assisting agencies to learn from their own and other’s experiences. For example, 
there is limited:

  consolidated monitoring and reporting on the progress of major ICT projects in the 
public sector, and whether they are successfully delivered. Such reports are used in 
other jurisdictions to support continuous improvement, and to increase transparency 
and accountability (see Figure 5)

  collective analysis of the diffi culties experienced by major ICT projects and how 
agencies could overcome these. The analysis needs to include those risk factors 
identifi ed in Figure 2 and the remedies suggested

  opportunity for continuous improvement which assists agencies to learn about each 
other’s experiences and use this information to improve their own performance. 
Procurement reform provides an example.

 Figure 5: Examples of reporting and sharing information on major projects
 Other jurisdictions identify different approaches to leveraging of information held by agencies.

Source: OMB, OGC, NAO, OAG

 The Department of the Premier and Cabinet and DTF could use the information they 
already collect about major ICT projects, as the starting point for assisting agencies to 
learn from each other’s experiences, and to increase transparency and accountability.

Monitoring and reporting focused on high risk projects
United States Offi ce of Management and Budget publishes a Management Watch List 
and the High Risk List of ICT projects (www.whitehouse.gov/omb). 

Learning opportunities
United Kingdom Offi ce of Government Commerce coordinates conferences and a 
library of good practice (www.ogc.gov.uk).

Annual reporting
UK National Audit Offi ce’s annual reports on major defence projects 
(www.nao.uk.gov.au).

Major Information and Communication Technology (ICT) Projects – Performance 
Examination (continued)
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Introduction
 Information and communication technology (ICT) is the epitome of rapid technological 

advancement. Maintaining currency with ICT advancements is challenging but rewarding 
if managed properly. One of the important developments occurring in ICT is wireless 
technology.

 Computer networks are formed traditionally by connecting computers using copper 
wire. In recent years, wireless connectivity using unlicensed radio frequency has become 
universally available. Computer interconnectivity using wireless gives greater fl exibility in 
information delivery and in responding to changes in ICT infrastructure needs. For instance, 
wireless can connect to the hard-wired network or operate as a separate network. 

 Wireless is also relatively cheap, though its service speed is presently slower than hard-
wired networks. Wireless connectivity also creates security risks that agencies need to 
understand and factor into their business decisions. Such risks primarily relate to the signal 
range of wireless systems and the consequent capacity for people outside the premises to 
jam signals, intercept and read emails and access, read and change confi dential information 
in agency networks. 

 This examination assessed the extent and adequacy of wireless implementation by Western 
Australian (WA) government agencies. We examined 15 agencies, though for security 
reasons we are not disclosing their identity. Eight of the 15 agencies were making use of 
wireless though in only one of the eight agencies was it a primary network connection. 

 Key Findings
 Wireless offers practical benefi ts but it also creates signifi cant security risks. However, 

these risks are often not well managed:

  Serious information security weaknesses were evident in seven of the eight agencies 
including one agency with wireless installed by a business unit without the knowledge 
or authority of the responsible persons.

  Six of the seven agencies using authorised wireless systems could not provide the 
original business case for such use. Although the cost of a wireless system can be low, 
the risks can be high and therefore appropriate approval is essential. 

Security of Wireless Local Area Networks 
in Government
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  Only four of the eight agencies with wireless systems installed had specifi c policy for 
wireless. 

  None of the agencies was monitoring for unauthorised installation of wireless access 
points or external interception of the agency’s wireless signals. Creating a wireless 
access point or intercepting wireless signals can be done simply and cheaply and must 
therefore be monitored.

Report Summary Table

With 
wireless

With 
adequate 
security

With 
business case

With 
wireless 
policy

Monitors 
for wireless 

activities

8/15 0/8 1/8 4/8 0/15

What Should Be Done?
 All agencies should ensure that they have appropriate wireless policy and that they monitor 

for unauthorised wireless installation and access to the network. If they have wireless 
installed, then they should also periodically review security arrangements such as the 
strength of transmission signals and the adequacy of data encryption.

Response by Agencies
 Agencies either generally accepted the fi ndings and recommendation or chose not to 

comment.

Security of Wireless Local Area Networks in Government (continued)
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 What Did We Do?
 Fifteen government agencies were examined to establish if they had implemented wireless 

local area networks (WLAN) and if so the adequacy of that implementation. The 15 
agencies varied considerably in terms of line of business, staff numbers and dispersed sites  
with one of the agencies having six external sites. 

 A passive wireless scanner was used to identify and locate wireless access points. Access 
points are a wireless signal receiver and transmitter and are similar in nature to a cordless 
telephone base station. The audit did not involve intercepting transmissions. Such an action 
is illegal under the Telecommunication (Interception) Access Act 1979.

 The examination assessed whether the agencies:

  had adequate security policies and procedures 

  had clear business requirements for implementing wireless technologies and had 
completed risk assessments 

  had confi gured their wireless system appropriately (with adequate authentication and 
encryption mechanisms) 

  were monitoring for wireless activities on their network.

 Background
 Wireless technologies offer government agencies the advantage of increased fl exibility and 

mobility compared to hard-wired connectivity. A WLAN can also be cheaper to install than 
a hard-wired network, while studies have shown improved labour effi ciencies resulting 
from the more fl exible and responsive communications.

 However, the very act of connecting network elements by radio waves instead of wires 
creates risks. WLAN operates on an unlicensed frequency with a broadcast (transmission) 
range of 60-100 metres. Anyone within range can intercept the transmission. Therefore, a 
WLAN must be properly implemented and managed to prevent unauthorised persons from 
accessing restricted information.

 Wireless systems operate on a variety of platforms, though industry standards ensure 
commonality and compatibility. The relevant standard for WLAN is IEEE 802.11 issued 
by the Institute of Electrical and Electronic Engineers (IEEE).
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 Figure 1: Wireless can link with hard-wired networks
 Wireless offers fl exibility in connectivity but it also creates signifi cant security risks that must be 

managed. For instance, the transmission signal if not tailored to the site could be intercepted 
above, below or outside the premises. 

 What Did We Find?
 Use being made of wireless

 Eight of the 15 agencies we reviewed were making use of wireless though only one of the 
eight was using it as a primary network connection. The other seven agencies were using it 
to provide supplementary connectivity for a small number of staff where hard-wiring was 
diffi cult or to support staff with high mobility requirements who were moving between 
locations and workstations.

 Only one of the eight agencies using wireless could provide a business case for its use. 
Recognising and documenting the benefi ts, costs and risks in a business case is something 
that can be done relatively easily and does not require a voluminous document. Not doing 
it is contrary to accepted good practice. 

Security of Wireless Local Area Networks in Government (continued)
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 A reason for this situation appears to be the low cost of establishing WLANs. For instance, 
a WLAN with several access points connecting to an existing hard-wired network could 
be established for under $1 000. However, dollar cost is just one element of a business 
case. When considering a WLAN, agencies should also recognise the performance issues 
and signifi cant risk it presents to the network security infrastructure if not properly 
confi gured. 

 Security considerations would include:

  the data to be authorised for transmission

  authentication of users

  appropriate encryption of data. 

 At one of the eight agencies, we found a business unit had installed wireless without the 
knowledge or authority of the persons responsible for such matters. The IT Branch had 
assured us that there was no wireless connection to the agency’s network. The wireless 
installation we found left the agency vulnerable to security breaches. Subsequently, the 
agency addressed immediately removed the wireless network we identifi ed.

 Policies, practices and standards
 Good wireless policy is important to ensuring that wireless is properly authorised, 

implemented and monitored in a way that provides ongoing benefi ts whilst minimising 
risks to acceptable levels. It should cover:

  authorisation requirements to implement any wireless device

  the data class permitted to be transmitted by wireless. For instance, data rated as highly 
confi dential may be made inaccessible via wireless

  security requirements such as encryption and authentication of users

  monitoring of network access to detect any unauthorised wireless activity.

 All 15 agencies had a policy that restricted connections to the network to authorised 
devices. However, only four of the eight agencies with wireless installed had policies that 
specifi cally covered the implementation and management of wireless. Two agencies that 
did not have wireless installed also had some specifi c wireless policy.

 None of the agencies had policy covering the data class permitted to be transmitted by 
wireless or the monitoring of network access to detect any unauthorised wireless devices. 
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Three agencies with wireless had acquired the tools to monitor network access though only 
one business unit in one agency was using the tool. 

 Security standards and settings

 Security weaknesses were evident in all eight agencies with wireless installed. At the time 
of audit, three of the agencies were taking appropriate action to address the weaknesses.

 The security weaknesses we found included those that are regularly associated with 
wireless:

  transmission signals that could be intercepted outside of the agency premises 

  transmissions that could be easily decrypted using freely available software.

 Only one of the eight agencies with wireless had determined whether their wireless 
signals extended beyond their walls and then had reduced the signal strength. Wireless site 
surveys to determine signal strength should be standard practice upon implementation and 
thereafter, whenever new access points are established or there is a change to the physical 
layout or fi t-out of the building.

 Inadequate data encryption existed at seven of the agencies. Data encryption is the process 
of scrambling information to make it unreadable. 

 Agencies, which have had wireless implemented for some years, had not upgraded the 
level of encryption to current standards. Equally of concern was that two agencies with 
near new systems were using superseded forms of encryption for which decryption tools 
are freely available.

Security of Wireless Local Area Networks in Government (continued)
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