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Overview 
 Western Australia’s (WA) critical infrastructure includes those assets used in delivering 

the power, water and transport needs that are essential to our social and economic well 

being. The delivery of these essential services is heavily dependent upon specialised 

computer systems that control power grids, gas and oil distribution pipelines, water 

treatment and distribution systems and fl ood control dams. Some of these systems are 

large, even by world standards. 

 Australia's National Counter-Terrorism Committee (NCTC) has collated a database of 

Australia’s critical infrastructure and developed guidelines relating to the protection 

of that infrastructure. These have now been accepted by all the Commonwealth, State 

and Territory Governments. Collation of the Western Australian data base has been 

undertaken by the Security Planning Coordination Unit (SPCU) of the Department 

of the Premier and Cabinet on behalf of the State’s NCTC representatives and the 

State Emergency Management Committee (SEMC). The SPCU is also working 

with the owners/operators to ensure that security plans, policies and procedures are 

established. 

 This examination reviewed progress made by the SPCU and also assessed risk 

management, IT security management and control system vulnerabilities at three 

State government agencies. 

 Key Findings
 � The SPCU has completed its preliminary identifi cation and assessment of National 

and State critical infrastructure assets and is coordinating various security 

activities. However, the SPCU is being integrated into a new and larger emergency 

management group incorporating the State Crisis Centre. This is expected by 

September 2005.

Protection of  Critical Infrastructure 
Control Systems 
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 � Control systems have become increasingly vulnerable to cyber attack due to 

their connection to corporate networks, their improved user friendliness and 

the increased sophistication of hackers. Risk management is therefore critical. 

Aspects of the risk management practices at the three agencies are good but some 

improvements are needed:

 � One agency has established a comprehensive risk management framework. 

The other two agencies are developing such a framework, scheduled for 

completion by the end of 2005.

 � Risk assessments at two agencies have not been prepared for most of their 

major infrastructure control systems. Accordingly, they have a reduced capacity 

to manage their security risks. 

 � The agencies had not ranked cyber threats to critical infrastructure control 

systems in the high level risk category and need to reassess their security risk 

models and assumptions.

 � Security management practices and system vulnerabilities in the three agencies 

also need to be addressed:

 � Two agencies had a range of vulnerabilities in the remote access arrangements 

for their control systems.

 � One agency had a control system connected to the corporate network without 

a fi rewall to isolate it from users on the corporate network. This risks damage 

to the system by viruses and other forms of malicious code.

 � One agency had serious and ongoing problems with a key fault management 

system. This system’s reliability is prerequisite for infrastructure operations. 

 � Responsibilities at two of the agencies for connectivity between the control 

systems and the corporate systems were not clearly defi ned. This led to 

inconsistent application of security policies.

 � Two agencies did not have schedules for the review of control system fi rewalls 

or the maintenance of operating system patches. They also had not undertaken 

vulnerability assessment and penetration testing of some control systems. This 

is contrary to accepted good practice as it leaves the extent of vulnerability to 

hackers and viruses to chance.
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 What Should Be Done?
 Agencies should:

 � Complete the implementation of their risk management frameworks.

 � Identify all their critical infrastructure control systems.

 � Ensure that risk management processes cover security threats associated with 

infrastructure control systems. 

 � Ensure that risk assessments are completed for the control systems and translated 

into IT security plans.

 � Align and reallocate responsibility for the security of control systems and defi ne 

roles to ensure that security procedures are carried out effectively.

 � Ensure that corporate security policies and procedures cover control systems 

applications.

 � Establish effective processes covering incident response, disaster recovery, physical 

security, connection of laptops and non-standard devices, virus protection, software 

updates, fi rewall management, intrusion detection, vulnerability assessments and 

penetration testing and monitoring and logging of information.
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Background
 WA’s energy and water infrastructure are particularly dependent on Supervisory 

Control and Data Acquisition Systems (SCADA), Distributed Control System (DCS) 

and other specialised computer control systems. Control systems have been used 

for years to control power grids, gas and oil distribution pipelines, water treatment 

and distribution systems and fl ood control dams, and other physical systems (refer 

Figure 1). The systems are mostly located in our public utilities and are large with an 

estimated accumulated capital cost of more than $150 million. 

 

Figure 1: Typical Control System 

 Control systems are not as secure as they historically were. When fi rst installed 

they were controlled from obscure proprietary operating system platforms and were 

isolated from corporate networks. These conditions no longer apply. Applications 

are using open standards such as Ethernet, TCP/IP, web technologies and common 
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operating system platforms on servers using UNIX and Windows operating systems. 

Furthermore, they are increasingly being connected to external communication links 

and corporate networks. 

 These changes are designed to reduce operational costs by supporting remote 

maintenance, remote control, and remote update functions as well as to enhance 

performance. However, this can expose the control systems to weak access controls 

that exist over the corporate networks. The risks have further increased as control 

systems have become more user friendly and intruders have become increasingly 

knowledgeable and sophisticated in their attacks. In addition, physical safeguards are 

often inadequate with the consequent risk of structural damage. 

 National Security Arrangements
 The Inter-governmental Agreement on Australia’s National Counter-Terrorism 

Arrangements was signed by Australian Governments in October 2002. The protection 

of critical infrastructure is an important aspect of the Arrangements. 

 Under the Agreement, all Australian governments share responsibility to improve 

nation-wide prevention, response, investigation and consequence management 

arrangements. This Agreement, also established the National Counter-Terrorism 

Committee (NCTC) to address prevention and consequence management issues. The 

Department of the Premier and Cabinet and the WA Police represent the State on the 

NCTC. 

 Threats to critical infrastructure are one of a number of risks that are managed in WA by 

the SEMC. Whole of Government coordination involves the SEMC and coordination 

between Premier and Cabinet, the Police and the Fire and Emergency Services.  

 The Department of the Premier and Cabinet has established the SPCU to identify 

critical infrastructure in WA and to work with owners/operators to improve risk 

management, business continuity and contingency plans.
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What Did We Do?
 The examination involved assessment of 

 � the SPCU’s role in the coordination of the implementation of an accepted 

nationally consistent approach to the protection of critical infrastructure within 

Western Australia

 � risk and IT security management over critical infrastructure at three government 

agencies including:

 � implementation of risk management frameworks and completion of risk 

assessments for key control systems

 � allocation of responsibility for the security of control systems 

 � IT security procedures covering incident response, disaster recovery, physical 

security, remote access, connection of laptops and non-standard devices, virus 

protection, fi rewall management, software updates and logging of security 

information

 � vulnerability assessments and testing of selected control systems.

What Did We Find?

 Whole of  Government Coordination 
 Identifi cation of the State’s critical infrastructure is a key requirement to managing the 

risks. This role has been taken up by the SPCU who commenced operation in April 

2004. We found that it has completed its preliminary identifi cation and assessment of 

National and State critical infrastructure. More detailed information on these assets is 

being collected through surveys to provide ongoing updates of changing risk levels 

and security awareness. 

 The SPCU is also involved in the conduct of other security activities including the 

preparation of exercises that will test security preparedness. The SPCU does not 

though have a written mission statement, objectives, goals or performance measures. 

However, the Department has advised that it ‘…has now been provided with funding to 

establish an emergency management group incorporating the State Crisis Centre. This 

group, in all likelihood (to be) a Division of the Department will have responsibility, 
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among other things for ensuring the State meets its obligations under the national 

critical infrastructure guidelines. Work is underway to establish the positions in that 

group and that work will include the establishment of objectives and performance 

measures’. Establishment of the new group is expected by September 2005.

 Risk Management 

 Risk Management Frameworks have been Implemented
 The term ‘risk management framework’ refers to the corporate systems, plans and 

organisational arrangements, which support the management of risk. This process 

involves establishing the context, identifying, analysing, evaluating, treating, 

communicating and monitoring of risks. Risk management is recognised as an integral 

part of good management practice and should be applied throughout an organisation 

at all levels. 

 We found that all three agencies had defi ned and documented policies for risk 

management. One agency had a comprehensive risk management framework in place 

whilst the other two agencies were on schedule to implement new and much improved 

risk management programs by the end of 2005. However, one agency did not have 

a centralised risk register. We have recommended that this be established and the 

agency has agreed. 

 Control System Security not Rated as High-Risk at 
Corporate Level

 The examination found that none of the three agencies rated cyber security threats 

as priority risks in their corporate or high level risk evaluations. This is despite 

international research that has shown that the incidence of cyber attacks on industrial 

control systems is increasing and has reached a level of serious concern. The current 

practice of connecting them to corporate networks exposes them to internet risks 

including viruses, denial of service and other forms of abuse. 

 We also noted that the assessed corporate threat level contrasted with some assessments 

done at operational level at two agencies. These assessed cyber threats to certain 

control systems as critical to the respective agency’s business as a whole.
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 Control system security failure could allow a hacker to take control of a control system 

and this could result in:

 � complete loss of control systems and thereby Operator control of infrastructure 

plant and operations; or 

 � the issuing of ‘false commands’ to the infrastructure that would seriously threaten 

both plant safety and corporate objectives. 

 We have therefore recommended that agency managements review their evaluation of 

risks associated with SCADA systems. 

 Risk Assessments not Available for Control Systems 
 Risk assessment is a sub-process within risk management and covers risk analysis 

and risk evaluation. During the risk analysis process, management identifi es threats 

to corporate assets, for example the threat that a hacker might penetrate a corporate 

network and take control of a server. Without specifi c risk assessment agencies will 

not be able to design effective IT security plans for their control system networks. 

 In general we could not obtain completed risk assessments for SCADA and other 

control systems. There was an exception to this in one agency, where we examined 

a Disaster Recovery Plan, which contained a risk assessment and an evaluation of a 

control system. This showed that the agency had considered the likely threats and 

consequences concerning that system and had developed appropriate risk treatment 

plans for it.

 We have recommended that risk assessments be completed for key SCADA, DCS and 

other specialised control systems.
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 Information Security Management 

 Information Security Management Systems (ISMS) are 
Adequate

 We found that all three agencies had established adequate ISMS. The ISMS could 

be relied upon to ensure that all changes to software applications were properly 

authorised, tested, and approved before they were implemented, and to ensure that 

only authorised persons and applications have access to data and programs, and then 

only to perform specifi cally defi ned functions. However, one agency lacked Disaster 

Recovery Plans for its networks and fi rewalls. Without these plans management would 

fi nd it diffi cult to restore secure processing.

 Our assessment was based on Australian Standard AS/NZS 7799.2:2003: Information 
security management - Specifi cation for information security management systems. 

 Responsibility for Control System Security is Unclear
 Respective responsibilities for IT security management of the controls systems were 

not clearly defi ned at two of the agencies. The responsibilities were variously spread 

between corporate IT sections and operational branches. The uncertain responsibilities 

and the partitioning of expertise have contributed to inconsistent application of security 

policies.

 Security policies support the risks identifi ed in the risk assessment process through 

the implementation of appropriate security practices. This includes ensuring the 

appropriate allocation of responsibilities and accountabilities for IT security. Corporate 

IT security in all three agencies was managed by the IT Division whereas IT security 

for control systems was mostly handled by Engineering or Operations staff. The two 

groups coordinated their activities, but we noted several areas where corporate and 

control system security policies and practices were different between the groups. 

These included the dual use of workstations and application of fi rewalls. Notably, one 

agency has a project to integrate the management of its control systems including IT 

security. 
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 Monitoring and Review of  Security Events Should be 
Improved

 We had previously advised two of the agencies of the need to monitor and analyse 

their security logs compiled from corporate fi rewalls and servers. This was done in 

2004 as part of our annual fi nancial audit. Without regular review or monitoring of 

fi rewall logs, fi rewall administrators may not become aware of security incidents 

in time to prevent an attack. Management may also be unable to ensure system 

integrity, availability, confi dentiality and non-repudiation. Although the two agencies 

had addressed the particular problems we identifi ed in 2004, they had not addressed 

similar problems with their control system fi rewalls and intrusion detection systems. 

 Unscheduled Downtime in Fault Management System 
 In one agency we noted that Internal Audit had recently identifi ed serious problems 

with the fault management system. Without this system the agency would be unable to 

repair breakdowns in its network of delivery systems. Failure of the fault management 

system would also undermine the value of the control systems. We have recommended 

that management give priority to ensuring that the fault management system remains 

effective. 

 Vulnerability Assessments 
 We undertook vulnerability assessment testing of the three agencies to identify 

weaknesses that a threat source may exploit to cause harm to the control systems. 

We did this using purpose designed software that interrogated the control system 

networks. Our assessments also covered physical environments, organisational 

structure, procedures, and personnel arrangements.

 Firewall Management 
 The prime purpose of a fi rewall is to prevent unrestricted access into or out of a 

network and to prevent computer hackers from getting into an organisation’s computer 

systems. It is essential that strong fi rewall protection exists where control systems 

are connected to corporate networks. However, we found weakness in the fi rewall 

protection at two agencies.

 In two agencies the control system-side fi rewalls were managed by the Operations 

staff and the corporate-side fi rewalls were managed by the IT Department. This 

arrangement was causing problems at one agency including duplication of effort, 
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inconsistencies in the fi rewall security policies, inconsistent fi rewall rules and a lack 

of concentration of fi rewall expertise. The second agency had a strategy to overcome 

the problems that such an arrangement can cause.

 At the third agency we found only one fi rewall device in place to separate the 

two networks. However, the fi rewall was not switched on due to administrative 

oversight. 

 Vulnerabilities in Remote Access to Networks
 Control systems in some WA government agencies are connected to networks that 

extend for thousands of kilometres. This necessitates a form of remote access to the 

computers to allow software updates, testing, patching, monitoring and normal system 

operation. Remote access is usually provided through some form of telephony, which 

requires modems to be fi tted or alternatively some form of wireless or radio access. 

Either method of remote access can create vulnerabilities if appropriate controls are 

not established.

 The examination found a range of security vulnerabilities in the remote access 

arrangements at two of the agencies. These included:

 � the use of the public CDMA telephone network to access infrastructure control 

devices 

 � remote administration sessions into the control system networks from the corporate 

network 

 � some remote access software used to administer control system servers had fi le 

transfer capability which might allow the inadvertent (or malicious) introduction 

of viruses or malicious code into the control system environment

 � at one agency remote desktop access was enabled on a corporate workstation. 

This breaches the generally accepted rule that dual use computers are not allowed, 

that is, a computer, which has operations software installed should not be allowed 

to access the corporate network. Such a breach could be used by an attacker to 

take control of established remote administration sessions to the control system 

network. 
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 Patching and Updating Operational Software 
 Software patching and management of software updates are a vital aspect of today’s 

computer security environment. Patching is the process of applying fi xes to software 

to improve performance or overcome identifi ed vulnerabilities. Patches should be 

applied immediately they become available from vendors to prevent hackers having 

time to take advantage of the identifi ed weaknesses. Software updating is the process 

of installing new software versions. 

 The examination found procedures at one agency were generally good but that 

opportunities for improvement existed at the other two agencies. These included:

 � a need to ensure that patches were tested and applied on a timely basis to the 

control system fi rewalls, DMZ systems and the operating systems and applications 

software on the control system servers and workstations

 � vulnerabilities in software components at two agencies due to software not being 

patched. These included a workstation operating system and application software

 � fi rewalls at one agency that were running outdated software versions. Firewall 

software updates contain bug fi xes and product enhancements. Old or unpatched 

software versions can be susceptible to known security vulnerabilities and used by 

an attacker in order to gain access to control systems. In some cases vendors will 

only honour the warranty on their control system applications if it is used with 

certain operating system versions. 
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Glossary
 Critical Infrastructures
 Australia's National Counter-Terrorism Committee (NCTC) has defi ned critical 

infrastructure as follows. 

  ‘Those physical facilities, supply chains, information technologies and 

communication networks which, if destroyed, degraded or rendered 

unavailable for an extended period, would signifi cantly affect the social 

or economic well-being of the nation, or affect Australia’s ability to 

conduct national defence and ensure national security.’

 SCADA – Supervisory Control and Data Acquisition  
 SCADA is not a full control system, but rather focuses on the supervisory level. 

SCADA is a software application that is positioned at the top of a hierarchy of control 

system applications, which includes master terminal units (MTU), remote terminal 

units (RTU), Programmable Logic Controllers (PLCs) and other hardware and 

instrumentation devices. A SCADA control system usually consists of a central host 

(usually called a master station or MTU); one or more remote data gathering and 

control units (usually called remote stations or RTU's); and a collection of software 

used to monitor and control the remotely located fi eld data elements. It is similar to 

Distributed Control Systems, but usually the lower level components embedded in the 

plan or the infrastructure are more geographically dispersed.

 DCS – Distributed Control Systems 
 A DCS is an industrial control system routinely seen in factories and treatment plants 

consisting of a central host or MTU; one or more fi eld data gathering and control 

units; and a collection of software used to monitor and control fi eld data elements. 

Unlike similar SCADA systems, the fi eld data gathering or control units are usually 

located within a more confi ned area. Communications may be via a local area network 

(LAN), and will normally be reliable and high speed. A DCS system usually employs 

signifi cant amounts of closed loop control (feedback).

 DMZ – demilitarized Zone

 In computer networks, a DMZ is a computer host or small network that sits between a 

trusted internal network, such as a corporate private LAN, and an un-trusted external 

network, such as the public Internet. It prevents outside users from getting direct 

access to a server that has the organisation’s data. The term is a military one that refers 

to a buffer zone between enemy armies. 


