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AUDITOR GENERAL FINDS AGENCIES AT RISK OF CYBER ATTACKS

In his latest report tabled in Parliament today, Auditor General Colin Murphy identified serious weaknesses 
in the way many agencies manage their Information Systems (IS), leaving them vulnerable to cyber attacks.

The first part of the IS Audit Report assessed whether 15 agencies had configured their IT systems and had 
supporting policies and processes in place to detect, manage and appropriately respond to cyber attacks.

“Fourteen of the 15 agencies we tested did not detect our cyber attacks,” Mr Murphy said.

“We used some of the vulnerabilities we discovered to actually access the internal networks of three 
agencies without detection and we were then in a position to read, change or delete confidential 
information and manipulate or shut down systems.

“The failure of most agencies to detect our attacks was a particular concern given that the tools and 
methods we used in our tests were not sophisticated.”

The report also found that the majority of the agencies tested had not addressed internet-based cyber 
threats in their security policies, they had not carried out risk assessments to determine their potential 
exposure to external or internal attacks and they did not have incident response plans or procedures for 
managing cyber threats from the internet or social engineering.

“Western Australian government agencies rely heavily on the internet to deliver services and conduct 
business, and while this has its benefits it also presents serious security risks to agency information and 
systems that need to be mitigated,” Mr Murphy said.

“The cyber security threat is no longer an emerging threat – it exists now and the risk is growing. Agencies 
need to recognise the risk and take appropriate action to protect their confidential information and 
systems.”

The report also looked at the application controls of five key business applications as well as general 
computer controls across 46 government agencies.

The five key applications reviewed are relied on by agencies to deliver services to the general public and 
failings or weaknesses in these applications have the potential to directly impact other organisations and 
members of the general public. Impacts range from delays in service to possible fraudulent activity and 
financial loss.  

“We were encouraged to see one agency had good controls in place for a key business application we 
reviewed, however we found weaknesses in the other four applications,” Mr Murphy said.
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“Some of the control weaknesses included easy to guess passwords, unauthorised user accounts and failure 
to remove accounts belonging to former staff.” 

The general computer control audits involved an assessment of 46 agencies against five general computer 
control categories: management of IT risks, information security, business continuity, change control and 
physical security.

All 46 agencies had multiple information systems control weaknesses.

Mr Murphy found that over sixty per cent of the agencies had not established effective controls to manage 
IT risks, information security and business continuity.

“Most disappointing is the fact that we saw no overall improvement from last year – in fact, fifteen per cent 
of agencies we reviewed last year regressed in at least one area without making any improvements and over 
forty per cent of agencies showed no change,” he said.

“Our work highlights that agencies often struggle to keep up with constantly changing issues and risks with 
information technology systems and security. 

“Agencies often work independently of each other, despite facing similar challenges. There is an opportunity 
for greater coordination across Government in the area of information technology, standards and guidance 
for agencies.

“I urge agencies to take note of the findings and act on the recommendations of this report.”

The report can be accessed at www.audit.wa.gov.au

ENDS

Note to media – The agencies and applications reviewed are listed in the report – on page 10 (Cyber 
Attacks) and on page 19 (Applications Controls).

While the names of the agencies and the key applications reviewed are disclosed in the report, the actual 
findings for each of the agencies in relation to the cyber attacks section is not publically reported to reduce 
the risk of any weaknesses being exploited.
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