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This Information Systems Audit Report is tabled each year. 
The report has two sections covering three items:

 y Information Systems performance audit

	 m Cyber security in government agencies

 y Application and general computer controls audits

	 m Application controls audits

	 m General computer controls and capability 
assessments of agencies

Cyber Security in Government 
Agencies
Background
Western Australian government agencies rely heavily on 
the Internet to deliver services and conduct business. 
However, operating in cyberspace carries serious security 
risks to agency information and systems that need to 
be mitigated. The cyber security threat is no longer an 
emerging threat – it exists now and the risk is growing.

An agency’s connection to the Internet exposes its 
information and systems to exploitation from anywhere 
in the world. The Internet also provides information about 
how to identify network vulnerabilities and how to exploit 
them. It is a source of freely available tools that can be 
used to exploit weaknesses. 

Most agencies maintain a wide range of confidential 
information that has potential value and needs protection. 
For instance, information about actual and proposed 
government business plans, commercial-in-confidence 
information provided by the private sector during 
contract negotiations, and personal details of employees 
and private individuals that in bulk form in particular has 
potential commercial value. 

Often employees are the weakest link in security of 
information systems. The ‘internal threat’ of employees 
knowingly or unknowingly compromising computer 
systems is an issue that agencies need to recognise and 
manage.

This audit assessed whether 15 agencies had configured 
their IT systems and had supporting policies and processes 
in place to detect, manage and appropriately respond to 
cyber attacks.

What the audit found…
None of the agencies we tested had adequate systems 
or processes in place to detect, manage or appropriately 
respond to a cyber attack. Only one agency detected our 
attacks. The failure of most agencies to detect our attacks 
was a particular concern given that the tools and methods 
we used in our tests were unsophisticated. Key findings of 
the audit included:

 y Fourteen of the 15 agencies we tested failed to detect, 
prevent or respond to our hostile scans of their Internet 
sites. 

 y We accessed the internal networks of three agencies 
without detection, using identified vulnerabilities from 
our scans. We did not test the identified vulnerabilities 
at the other 12 agencies.

 y Eight agencies plugged in and activated USBs we left 
lying around. The USBs sent information back to us via 
the Internet. 

 y Failure to take a risk-based approach to identifying and 
managing cyber threats and to meet or implement 
good practice guidance and standards for computer 
security has left all 15 agencies vulnerable.

 y Nearly all the agencies we examined had recently 
paid contractors between $9  000 to $75  000 to 
conduct penetration tests on their infrastructure. 
Some agencies were doing these tests up to four 
times a year. In the absence of a broader assessment 
of vulnerabilities, penetration tests alone are of limited 
value, as our testing demonstrated. Further, they are 
giving agencies a false sense of security about their 
exposure to cyber threats. 
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Application controls
Background
Applications are the software programs that are used to 
facilitate key business processes of an organisation. For 
example finance, human resource, licensing and billing 
are typical processes that are dependant on software 
applications. Application controls are designed to ensure 
the complete and accurate processing of data from input 
to output. 

Each year we review a selection of key applications relied 
on by agencies to deliver services to the general public. 
Failings or weaknesses in these applications have the 
potential to directly impact other organisations and 
members of the general public. Impacts range from delays 
in service to possible fraudulent activity and financial 
loss. This report describes the results of key application 
reviews conducted at five agencies – Treasury and 
Finance, Western Australian Land Information Authority 
(Landgate), Government Employees Superannuation 
Board, Fisheries and Police.

What the audit found…
We identified 18 control weaknesses in four out of the five 
business application systems reviewed. Police had good 
application controls for each of the areas we reviewed. 

Security controls weaknesses were the main concerns 
in the other four applications, making up 67 per cent of 
the findings. Control weaknesses included computer 
vulnerabilities such as easy to guess passwords, 
unauthorised user accounts and failure to remove 
accounts belonging to former staff. Data processing 
control issues made up 22 per cent of our findings. These 
weaknesses put the integrity of information processed at 
risk. The remaining 11 per cent of issues related to change 
management and business continuity with no issues 
reported for operations. 

General computer controls and 
capability assessments of agencies
Background
General computer controls include controls over the 
information technology (IT) environment, computer 
operations, access to programs and data, program 
development and program changes. The objective of our 
general computer controls (GCC) audits is to determine 
whether the computer controls effectively support the 
confidentiality, integrity, and availability of information 
systems. 

We use the results of our GCC work to inform our capability 
assessments of agencies. Capability maturity models are 
a way of assessing how well developed and capable the 
established IT controls are and how well developed or 
capable they should be. 

The models we developed use accepted industry good 
practice as the basis for assessment. Our assessment of 
the appropriate maturity level for an agency’s general 
computer controls is influenced by various factors. These 
include: the business objectives of the agency; the level 
of dependence on IT; the technological sophistication 
of their computer systems; and the value of information 
managed by the agency.

What the audit found…
Our capability assessments of 46 agencies showed no 
overall improvement from last year in the management of 
general computer controls by agencies. 

Sixty-four per cent of the agencies we assessed using 
capability models had not established effective controls 
to manage IT risks, information security and business 
continuity. Thirty-three per cent of agencies had not 
established effective change controls and 37 per cent 
had not established effective controls for management of 
physical security. 

We reported 381 general computer controls related issues 
to agencies in 2010. Three per cent of these issues were 
rated as significant, requiring immediate attention. Sixty 
per cent were rated as moderate, requiring attention as 
soon as possible. 

The results of our work highlight the need for agencies to 
maintain a continued focus on their information systems 
controls. 
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